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1. MACHHOPT PABOYEHM ITPOI'PAMMBbBI TIPO®ECCHUOHAJIBHOI'O
MOAYJIA
IIM. 02 «Opranmn3anus ceTeBoro aAMUHUCTPUPOBAHU

1.1. Mecto npogeccHOHAIBHOT0 MOAYJISA B CTPYKTYpPe OCHOBHO# Mpo-
deccnonanbHOM 00pa3oBaTeIbHON MPOTPAMMBI

Pabouas nporpamma npodeccronansHoro moayis [IM 02 «Opranuzarus
CETEBOTO aIMUHUCTPUPOBAHUS OTHOCUTCS K MPOGECCHOHATHHBIM MOIYJIISIM.

1.2. Hean u 3aa4u npo(pecCHOHATIBLHOI0 MOAYJISA
eau 1 3axa4M JUCIUTIINHBI:
— U3YyYE€HHE MPUHILIMIIOB MOCTPOECHUA U (DYHKIIMOHUPOBAHUS KOMIIBIOTEPHBIX Ce-
Tel, IPUOOPETEHNE MPAKTUUYECKUX HABBIKOB B X MCIOJIb30BAHUM U YIIPABICHUH, A
TaK)K€ 3HAKOMCTBO C METOJIaMH 3alIUThl HHPOPMALUH.

1.3.TpeGoBanus K pe3yabTaTaM OCBOCHHS Y4eOHOM TN CIUNINHBI.

B pesynbrare OCBOGHHSI MEXIUCIUILUIMHAPHOIO KypcaoOydarouuiicss a0:-
JKE€H HMETh NPeACTABJIEHHE O IIEPCIEKTUBAX PA3BUTHSI OIIEPALUOHHBIX CUCTEM.

B pesynbrare 0CBOCHHSI MEXIUCIUIUIMHAPHOIO Kypca OOydaroluiics A0JI-
JKeH:

yMeTh:

¥1 - axMUHHUCTPUPOBATH JIOKAJIbHBIE BBIYUCIUTENBHBIE CETH;

Y2 - npuHUMAaTh MEpHI O YCTPAHEHUIO BO3MOXKHBIX COOEB;

¥3 - ycTaHaBnMBaTh HHPOPMALUOHHYIO CUCTEMY;

Y4 - yuTaTh TEXHUYECKYIO0 U MPOEKTHYIO JOKYMEHTALMIO MO OpraHU3aLNH
CEIMEHTOB CETH CO3[aBaTh M KOH(QUIYpUPOBATh YYETHBIC 3alMCH OTAEIIbHBIX
II0JIB30BATENIEN U MTOJIB30BATENBCKUX TPYIII,

Y5 - peructpupoBaTh NOAKIIOYEHHS K JOMEHY, BECTH OTUYETHYIO JOKYMEH-
TalHIo;

Y6 - paccuuThiBaTh CTOMMOCTH JIMIEH3MOHHOTO MPOrpaMMHOro obecrieye-
HUS CeTeBON MHPPACTPYKTYPHI;

Y7 - ycraHaBnuBaTh M KOH(PUIYpHUPOBATH AHTUBUPYCHOE IMPOrPaMMHOE
o0ecrniedyeHure, mporpaMMHoe oOecrieueHrne 0a3 JaHHBIX, IpOrpaMMHOE oOecreue-
HUE MOHUTOPUHTA;

Y8 - obecneunBaTh 3alMTY NMpPU NOJIKIIOUYEHUN K ceTH HTepHET cpeacTBa-
MH ONEPALOHHON CUCTEMBI.

3HATh:

31 - OCHOBHbBIE HaIpaBJIEHUS AAMUHUCTPUPOBAHUS KOMIIBIOTEPHBIX CETEH;

32 — TunBI cepBEPOB, TEXHOJIOTHUIO KIMEHT — CEPBEP», CIIOCOOBI YCTAHOBKHU
Y YTIPaBJIEHUS CEPBEPOM;

33 - yTunuThl, QyHKINH, yIATCHHOE YIIPABICHUE CEPBEPOM;

34 -TexHoNOrMN OE30MACHOCTH, MTPOTOKOJIBI ABTOPU3ALNH, KOHPUICHIIU-
ATBPHOCTH U O€30MaCHOCTH TpH paboTe B web;

35 — nopsAI0K UCIIOIB30BAHNE KIIACTEPOB;



36 — mopsAI0K B3aUMOICHCTBUE PA3THYHBIX ONEPAITMOHHBIX CHCTEM;

37 — anropuT™M aBTOMATHU3AIMU 33]1a4 O0CITyKUBaHMUS,

38- mopsA/10K MOHUTOPUHTA U HACTPOMKY IIPOU3BOAUTEILHOCTH;

39 - TeXHOJIOTHIO BeIeHHsI OTYETHOU TOKYMEHTAIUH;

310 - kiaccudukanuo TpOrpaMMHOT0 00ECIIEYEHUsI CETEBBIX TEXHOJIOTUN U
00J1aCTh €ro NpUMEHEHUS;

311 — nopsAOK ¥ OCHOBBI JIMLIEH3UPOBAHUS POIPAMMHOI0 00ECTICUEeHHUS;

312 - OLIEHKY CTOMMOCTH MPOTPAMMHOTO 00ECTICUCHHSI B 3aBUCHMOCTH OT
croco0a U MecTa ero UCIOIb30BaHusl.

NmeTb NpakTU4eCKUil ONbIT:

— HaCTPOMKH cepBepa U pabodyux CTaHIUMK Jisi O€30MacHOM Mepelaun NH-
bopmanuy;

— YCTaHOBKHU wWeb-cepBepa;

— OpraHu3aliy JIOCTYIIA K JIOKAJbHBIM U TJI00aJIbHBIM CETSIM;

— COIPOBOKICHUS U KOHTPOJISI UCIIOJIB30BAHUS TTOYTOBOTO cepBepa, SQL
cepBepa;

— pacuéra CTOMMOCTHU JIMIIEH3UOHHOTO IPOrPAaMMHOTO 00ECTIEYeHUs CeTe-
BOM MH(GPACTPYKTYPBHI;

— cOopa JaHHBIX JIs aHAJIN3a UCIIOIH30BaHUA U (DYHKIIMOHUPOBAHUS MIPO-
IPAMMHO-TEXHUYECKUX CPEJICTB KOMITBIOTEPHBIX CETEH.

1.4. KomnereHuuu:

[Tocne u3yyeHus TUCUUIIMHBI CTYACHT JIOJKEH ObITh KOMIIETEHTEH B Clie-
JTYIOIIMX BOMPOCAX:

OK 1. IlonuMarh CymIHOCTh W COLUAIBHYIO 3HAYMMOCTH CBOEH OymyIieit
npodeccun, MposIBIATH K HEW YCTOMYMBBINA UHTEPEC.

OK 2. Opranu3oBbIBaTh COOCTBEHHYIO ACSTEIHHOCTb, BHIOMPATh THUIIOBBIC
METOJ/Ibl M CIOCOOBI BBHITIOJHEHUS MPOQPECCHOHANBHBIX 3a/a4, OIICHUBATh MX (-
(EKTUBHOCTH M KAYECTBO.

OK 3.Ilpunumath peiieHust B CTAaHAAPTHBIX U HECTaHJAPTHBIX CUTYAIUAX U
HECTH 33 HUX OTBETCTBEHHOCTb.

OK 4. OcymiecTBisTh TOUCK, aHATU3 U OIEHKY WH(pOpMaIuu, He0OX0MMON
JUISl IOCTAHOBKM W pelIeHHs] MpodecCHOHaIbHBIX 3a/1ad, MPo(EecCUOHANBHOTIO U
JUYHOCTHOTO PA3BUTHUS.

OK 5. Hcnonb3oBaTh HHHOPMAITMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJOTUU B
podeCCUOHATILHON JIEeATEIIbHOCTH.

OK 6. PaGoTaTh B KOJUIEKTHBE U B KOMaH/e, 3P(HEeKTUBHO 00IIATHCS C KOJI-
JIeraMH, pyKOBOJICTBOM, TOTPEOUTEIISIMHU.

OK 7. bpatb Ha ce0s OTBETCTBEHHOCTH 3a pa0dOTy YJICHOB KOMAH IbI (TTOA4H-
HEHHBIX ), 32 PE3yJbTaT BBIIIOJIHEHUS 3aJaHHH.

OK 8. CamocTOSITeNnsHO OINpEeAeNsaTh 3aJadl MpOo(eCcCHOHATBHOTO U JIHY-
HOCTHOTO pa3BUTHS, 3aHUMAThCA CaMOOOpa30BaHHEM, OCO3HAHHO IUIAHUPOBATH
MOBBINIICHUE KBATU(UKAIIHH.



OK 9. OpueHTHpOBaTbCA B YCIOBUSIX YaCTOM CMEHBI TEXHOJIOTHM B mpodec-
CUOHAJIbHOM JESITENbHOCTH.

IIK 2.1. AIMUHUCTPUPOBATH JOKAJIbHBIE BHIYUCIUTEIIBHBIE CETH M MPUHU-
MaTh MEpPHI 110 YCTPAHEHUIO BO3MOXKHBIX COOEB.

[1IK 2.2. AIMUHUCTpHUPOBATH CETEBbIE PECYpPChl B UHPOPMAIIMOHHBIX CUCTE-
Max.

IIK 2.3. Ob6ecnieunBath cOOp JAHHBIX IS aHAJIM3a UCIIOIb30BaHUSA U (PyHK-
LIUOHUPOBAHMS POTPAMMHO-TEXHUUYECKUX CPEACTB KOMITBIOTEPHBIX CETEH.

[1IK 2.4. B3aumoeicTBOBaTh CO CIEMUATMCTAMU CMEKHOTO MPOQHII Hpu
pa3paboTKe METO0B, CPEICTB U TEXHOJIOTUN MPUMEHEHHs 00BEKTOB Mpodeccuo-
HAJIbHOM J1€SATEIIbHOCTH.

1.5. kos1MYeCTBO YacoB Ha OCBOCHHUE padoueil MPOrpaMMbl Y4eOHOM TUCLH-
MJIMHBI:
Bcero gacoB — 795 wyacos:
u3 Hux Ha ocBoeHue MJIK.02.01 — 183 gaca;
B TOM YHCIIE IPAKTUYECKUX 3aHATuii — 40 yacos,
camocTosATeNbHas pabora — 61 gac;
-JIeKIH — 82 yaca,

Ha ocBoenne MJIK.02.02 — 159 gacos,
B TOM YHCJIE IPAKTHICCKUX 3aHATHIA — 40 9acos.
camocTosATeNbHas padota — 53 vaca;
-JIEKIIUU — 66 4acoB;
Ha ocBoenne MJIK.02.03 — 95 gacos,
B TOM YHCIIE IPAKTUYECKUX 3aHATH — 20 4acos.
camocrositenbHas padora — 30 4acos;
-nexuuu — 45 gacos;
Ha ocBoenne MJIK.02.04 — 142 ygaca,
B TOM YHCJIC IPAKTUICCKUX 3aHATHIA — 50 9acos.
caMocTosiTeNbHas paboTta — 46 yacos;
-nexiuy — 46 Jacos;

Ha y4yeOnyto npaktuky YII 02.01. — 72 yaca.
Ha npon3BoAcTBeHHYIO NpakTuky 11T 02.01. — 144 yaca



2. CTpykTypa u conepxanue npodeccuonaaibHoro moayJasi [IM.020pranu3anus ceTeBoro aIMUHUCTPUPOBAHUSA
2.1. CtpyKkTrypa npo(hecCHOHATBHOI0 MOIYJIS

O0beM npodecCHOHATBHOIO MOYJIS, K. 4ac.

Cymmap- Pa6oTa 00y4aroIuxcs BO B3aHMOJICHCTBHH C MPEHOIaBaTEeIIeM
Komsr mpodeccuo- HawnmenoBanwms pa3nenoB | HbIH 00b- O6yuenne no MJIK IIpakTuku
CamocrTo-
HaJbHBIX o61u1:1x podeCCHOHATEHOTO MO- eM B ToM uncie STeNbHAs DK3aMeH 10 Mo-
KOMHETeHImH Ay HATPYSEHL | Beero [IpakTiaeckue Kypeospix | Ilponssozet- YueOHnas pabora AYTIO
Jac. pabor (mpo- BEHHas
3aHSATHS exTOB)
1 2 3 4 5 6 7 8 9 10
OK 01 -0OK 09, |MJK.02.01 TIIporpamm-
I[IK 2.1-TIK 2.4. | HOe oOecneyeHHE KOM- 183 183 40 - - - 61 6 cemecTp
IIBIOTEPHBIX CETEN
OKO01-0K 09, |MJK.02.02 Opranuza-
IIK 2.1- IIK 2.4. UMs  aJIMUHUCTPUPOBA- 159 159 40 ) i i 53 i
HHUSI KOMITBIOTEPHBIX Ce-
Tel
OK01-0K 09, | MJK.02.03. 95 95 20 30 5 cemectp
K 2.1-TIK 2.4. | OcHOBBI HH(OPMAITUOH-
HOM 0€30MacHOCTH
OK 01 -OK 09, |MIK 02.04. Mexcere- 142 142 50 46
[IK2.1-TIK 2.4. | Boe B3auMOJEICTBHE B
KPYIHBIX U TJI00ATBHBIX
CeTAX
OKO01-0OKO09, |VIT 02.01. VYuyebnas 72 72
IIK 2.1-TIK 2.4. | nmpakTuka
OK 01 -OK 09, |III 02.01. TIIpousBoxn- 144 144
I1K 2.1-TIK 2.4. | cTBeHHas IpaKTHKa
IK3amen no mooynio - - - - - - - -
Bcezo: 795 579 150 - 144 72 190

M. 02. K KBaindukaunoHHbIi 3K3aMeH — 8 cemecTp




2.2. CTPYKTYPA U COAEP KAHUE MEXJIUCHUIIJIMHAPHOT'O KYPCA
Conepsxkanue 00y4eHHs 0 MEKIUCHUIIMHAPHOMY KYpCY

HaumeHoBaHue pa3jie/ioB Conep:xanue y4ye0OHOIro MaTepuasa, IpakKTU4YecKue 3aHATHS, O0bem yacon YpoBeHb
npodeccuoHaILHOr0 MO- caMoCTOSITe/IbHAs padoTa 00y4aloImuXxcs 0CBOEHMS
ayas (IIM), mexaucum-
IUVINHAPHBIX KyPCOB

(MAK) u Tem

1 2 3 4

MJK. 02.01. IIporpaMmMHoe o0ecnieueHue KOMIIbIOTEPHBIX ceTeil 183

5 CEMECTP (siekuuu 21 4. + np. 3ausatus 10 4. + cam. p. 15 4.) Bcero 46 u.

Pazpnen 1. Okcmuryaranus 10 koMnbOTepHBIX ceTei

BBenenue Coaep:xanue yueOHOro MaTepuaJia 1 1
Henu u 3anaun npodeccruoHaibHOro Moayis. CTpykrypa npodeccnoHaabHOTO MOIYJIS.

ITocnenoBarenbHOCTh OCBOEHHS MPO(ECCHOHAIBHBIX KOMITETeHLUH 1o Moayito. Tpebo-
BaHUS K YPOBHIO 3HAHUH U YMEHMH.

M/IK 02.01. IIporpammHoe o0ecniedeHre KOMINBIOTEPHBIX CeTeH

Tema 1.1. YcranoBka 1 | Conep:xanue yueGHOro matepuasa 20 3
WEB-cepBepa Br100op annmapaTHoii yacTu.
OnepaTtuBHas namsTh. J{UCKH.

2 | KondgurypupoBanue web-cepsepa.

Crneunduxanus TCP nopros. Bzaumogeiictsue ¢ cucremoit 3amurtsl. KopHeBoii ka-
TaJIOT CepBepa. Y BEJIMYEHUE TPOU3BOAUTEILHOCTU. OrpaHUYeHNe TOTEPHU PECYPCOB.
KonngectBo cepsepos. Co3aanne MHAEKCOB /WM TOUCK 1O MHJeKkcaM. OrpaHuye-
HUE HEKOTOPBIX COeIMHEHUH Mo BpeMeHH. OrpaHndyeHne odaacTei NeicTBUS TUpEK-
TUB.

3 | 3amyck, mepe3amyck M OCTAaHOBKH cepBepa.
[Ton ynpasnenuem OC Linux. [Tox ynpasneanem OC Windows.
[Ton ynpasiaennem OC Max OC.

4 | XoCTHHI HeCKOJbKUX web-y310B.




Jlomaminue crpaHunbl noas3oBarenel. [P-agpeca u noprsl. BUpTyanbHbI XOCTHHT
1o uMeHu. Hactpoiika BUPTyaJIbHOTO XOCTUHTA 110 UMEHU. BUpPTyanbHbIA XOCTUHT
no IP-anpecy.

Perucrpanusi ¥ MOHMTOPHHTI.
Peructpanus omubok. XXypHan peructpanuu u oOMeHa qanHbIMA. Moyse mod
ststus. [IpoGaemMbl ¢ TPOU3BOIUTEIHLHOCTHIO.

be3onacHoCTb.

bezonacHocth karaioroB. OTK/II0OUYEHHE aBTOMAaTHUECKOTO UHAEKcUpoBaHus. OT-
KJIFOUCHHE TpaB Mojb3oBareicii. OcHoBbl uaeHTUGuKanuu. Mnentudukanus mo
noJsib30oBatento. KoHTposb 3arpynnoBsiM goctynoM. OnpeneneHue AeHCTBYIOLIUX
nosib3oBareneit. [lludpoBanue ¢ OTKpBITHIM Kit04oM. CepTrdUKaIHS.

JAunnamuuyeckue web-cTrpanuubl.
BcraBku Ha ctopone cepBepa. JIuctunr BcraBok. MUuTepdeiic CGI. Ynpasnenue no-
TpebiieHneM pecypcoB. BzanmoeiicTBre Mex Iy mporeccamu.

B3anmoaeiicrBue ¢ 0a3aMu JaHHBIX.
CYBJI MySQL. CYBJI Oracle. Obmen qanHbIME ¢ BBIOpaHHBIME Oa3zamu. KoH-
TpoJbHas pabora.

IIpakTH4eckne 3aHATHA

Br16op anmaparnoit yactuNe 1

N

Kondurypuposanue web-cepepalNe 2

VBenuueHue HpOI/I3BO,I[I/ITeJIBHOCTI/IN9 3

XOCTHHT HECKOJIBKMX wWeb-y3moBNe 4

Perucrpanus u MoHUTOpUHINeS

beszomacuocTs kaTtamorosNe6

OTKIIrO4eHMe MpaB Mojab3oBarenenNe7

Wnentudukarms mo nois3oBaTemoNed

O o N|O|O| &~ W

Junamuueckue web-ctpanuiibiNe9

10




10 | Ynopasnenue notpedienueM pecypcoBNe1l0

11 | B3aumopeiictBue Mexay nporeccamuNell

12 | Ilepenaznauenue agpecalNel?

13 | B3aumogeiictBue ¢ 6a3amu nanHbxNel3
CamocTtosiTe1bHas padoTa 00y4yawoumerocs
[Toarororka flash mpe3enranuu no annaparaoi yactu KC
ITonroroBka BeO crpanul] rema: OnepaTuBHast NaMATh 15
[ToaroroBka npeszentanuu Ha Temy: TCP nopTel, ux cnenuduxanus
[TonroroBka BeO crpanuilsl Ha Temy: KoHburypupoBanue web-cepBepa

6 CEMECTP (nexuumn 61 4. + np. 3ansarus 30 4. + cam. p. 46 4.) Bcero 137 4.

1 | Conep:xaHue yueOHOro MaTepuaia 61
YcranoBka Opanamayspa.
Hactpoiika sapa. COopka nakera A5l yCTaHOBKU. Y CTAaHOBKA IAKETa.

2 | [lopanmox mpoxoxaenus Tabmun u nemnodek. O6miee nonoxxkenue. Tabnmuua Mangle.
Taomuua Nat. Ta6nuna Filter.

3 | Mexanusm omnpeaeneHusi COCTOSHUM.
Tabnuna tpaccuposiyka. CocTosiHUS B IpocTpaHCcTBe moib3oBatensd. TCP coenu-
Henus. UDP coenunenus. ICMP coenunenus. [loBenenue nmo ymonmuanuto. Tpaccu-
POBKa KOMIUIEKCHBIX ITPOTOKOJIOB.

4 | CoxpaHeHHE U BOCCTaHOBIJIEHHE O0bIINX HA00pOB npaBui. [ImockimMuHychl. Ip-
tables-save. Iptables-restore.

5 | Kak cTpouts npaBuna.
Tabmunel. Komanael. Kpurepun. O6mue kputepuu. HesiBHbIe KpuTepuu. SIBHbIE
kputepuu. Kpurepuit "mycopa" (Uncleanmatch).

6 | HeiictBue ACCEPT. [eficteue DNAT. JleiictBue DROP. [leiictBue LOG.

Hevictsue MARK. JleiicteBue MASQUERADE. [leiicteBue MIRROR. [leiicTBre
QUEUE. JleiictBue REDIRECT. JletictBue LOG. [leiictBue MARK. JleiicTBre
MASQUERADE. JleiicteBue RETURN. JletictBue SNAT.




HpaRTn'{ecmle 3aHATHUSA

YcranoBka Opanamayaspa. Neld

[Topsimok mpoxoxkaeHus Taduil U nernovex. Nelb

Mexanusm onpezeneHust cocTostHuid. Nel6

CoxpaHeHue 1 BOCCTAaHOBJICHHE OONIbIINX HA00pOB mpaBui. Nel7

[TocTpoenue npaBui. Nel8

JeiictBus u nepexoasl. Nel9

~N|OoO|o AWIN| P

Hactpoiika konpurypannonHoro pasaena ¢aiina rc.firewall.txt 8 OC Linux.Ne20

30

CamocrosiTe/ibHasi padoTa 00yualouierocs

[ToaroroBka nokiana: KopHeBoii katanor cepepa

N

N3yuenue 3amycka, nepesarycka u octaHoB cepBepa noj ynpasienuem OC Mac OC

M3yueHne XOCTHHTa HECKOJIBKUX Web-y3710B (co3janne BeO CTpaHUIIbI)

N3ydenue mpobiieM ¢ IpOU3BOJUTENEHOCTHIO (JTOKIIAN)

Uzyuenue 6e3omacHocTH (co3nanue flash mpezenrarun)

o Ol W

W3ydeHne opranu3auy JMHaMUYeCKUX web-cTpaHuIl (co3aHne BeO CTpaHUIIb)

[Tonpo6uoe o3nakomnenue ¢ CYB]] Oracle (moxnam)

Wzyuenue mpobiieM ¢ nepeaapecanueii anpecos (co3nanue flash mpesenTarn)

W3ydeHnue ycraHOBKH OpaHaMaydspa (co3aaHue BeO CTPaHUIIbI)

9

W3ydeHue nopsiaka mpoxXoxKACHUS TaOJIUIl U eTI0YeK (JJOKIaN)

10

N3ydeHue TpaccupoBKU KOMIUIEKCHBIX TPOTOKO0JIOB (co3nanue flash npesenrannn)

11

M3yueHne HeraTUBHBIX MTOCIEICTBUI PH COXpaHEHNE U BOCCTAHOBJIEHUE OOJIBIIINX
HaOOPOB MpaBul

46

JApyrue ¢popmMbl KOHTPOJISI — S cemecTp

JK3aMeH -6 cemecTp




MJ/IK 02.02. Opranu3zanusi aAMUHUCTPHUPOBAHUSA KOMIIBIOTEPHBIX CHCTEM

159

1 2 3 4
7 CEMECTP (aexkuumn 20 4. + np. 3ausatus 14 4. +p. 17 4.) Bcero 51 4.
Pa3nea 1. O6cany:xuBaHue 1 AIMUHUCTPHPOBAHNE KOMIIBIOTEPHBIX CHCTEM 159
BBenenue Coaep:xanue yueOHOro MaTepuaJia 1 1
enn u 3apaun npodeccrnoHanbHoro Moayis. CTpykrypa mpodecCHOHAIBHOTO MOIYIIS.
[TocnenoBaTenbHOCTh OCBOCHHUS MPO(PECCHOHANBHBIX KOMIETEHIMH 1o Moayito. Tpebo-
BAHM K YPOBHIO 3HAaHUW U YMEHUM.
Tema 1.1. Cerepoe obec- 1 Conep:kaHue y4eOHOr0 MaTepuasia 19 3
nevyeHue [TporpamMHoOe oOecrieueHre CeTEBbIX TEXHOIOT U
. 2
2 | Ayrentudukanus nojab3oBareseil B ceT
3 | Cepsep nonutuku cetu Radius 2
4 | Cnyx6a karanoros ActiveDirectory 2
5 | AaMuHUCTpUpOBaHHE CITy>KOBI KaTanmoroB ActiveDirectory 2
6 | [Tomp3oBarenu u rpynmsl B ActiveDirectory 2
7 | Mcionb30BaHueE KJIaCTEPOB
. . . . 2
8 | BanmoneiicTBue onepannoHHbIx cucteM Windows u Linux B oiHOM ceTn
9 | ABTOMaTH3aIHsI YCTAHOBKH MPOTPAMMHOT0 00ECIIEYEeHHUS B CETH 2
10 | MOHHUTOPHHT COCTOSIHUS CETH M HACTPOHKA IPOU3BOTUTEILHOCTH CETH 3
11 JlutieH3upoBanure MporpaMMHOTO obecTieueHusl. 3aKpBIThIA U OTKPHITHIN KO, JInuiieH- 2
3ust GPL. IIpoext GNU
12 | Ouenka cToMMOCTH IPOTPAMMHOTO 00ECTIEYEHHS 2
2
13 | Oneparnmonnast cucrema Linux



https://www.google.com/url?q=http://www.intuit.ru/studies/courses/37/37/info&sa=D&usg=AFQjCNHAA1qqv2aF0u9R3i5UOHQIT31f8w

14 | OcnoBsl padotsl B OC Linux 2
15 | ®aiinoBas cucrema Linux. Yyernsie 3amucu B Linux 2
16 | ITIpaBa moctymna. Paborta c daitnamu. [Iporecchr 2
17 | CereBoe aqmunuctpupoBanue Linux. CereBas moaens OSI 2
18 CereBoe anmunuctpupoBanue Linux. [Ipotokon I[P CereBoe anMuHHCTpUpPOBAaHHUE 2
Linux. ITporokox UDP
19 | CereBoe agmunuctpupoBanue Linux. [Tporokon TCP. 3
20 CereBoe anmunuctpupoBanue Linux. ICMP CereBoe aqmuancTpupoBanue Linux. 2
Iptables
IpakTHyeckne 3aHATHS 14
1 | YcranoBka u KOHGUTypalys CeTeBOro aHTUBUPYCHOI'O IPOTPAMMHOI0 00ECTIeYeHUs
2 | MOHHUTOPHHT CETEBBIX JJAaHHBIX C TIOMOIIBIO mprutoskeHust WireShark
3 | OGecnieuenne 6€30MaCHOCTH JIOKAJIBHBIX U IEPEIaBACMbIX JaHHBIX.
4 PacueT crouMoCTH TMIIEH3MOHHOTO IPOrPaMMHOI0 00ecIieueHus ceTeBoi nHopa-
CTPYKTYPBI.
5 | Pabota ¢ ¢aiinamu u karanoramu B OC Linux
6 | [Ipomeccer B OC Linux 2
7 | IlpaBa nocryna u npasa Bragenust B OC Linux
8 | Pemakrop vi B OC Linux
9 | TekctoBsle (aitnbl u notoku B OC Linux
10 | Perynspusle Bopaxkenus B OC Linux
11 | Hanucanue cuenapueB Bash 8 OC Linux
12 | Pabota ¢ Hocurenssmu uHGopmarmu B OC Linux
13 | Pesepsnoe konupoBanue B OC Linux
CamocrosiTesibHast padora CamocrosiTeibHast padora
o0yuawuierocs 1. [ToarotoBuTh coobieHue 1Mo Teme « MaccuBbl 1uckoB RAID» 17

2. CocTaBUTh MHCTPYKIIHMIO 110 YCTAaHOBKE ceTeBoro npuurepa B WindowsServer
2008



https://www.google.com/url?q=http://www.intuit.ru/studies/courses/91/91/info&sa=D&usg=AFQjCNH__4pUbHpjdfCEw2BqPhBiftrBXg
https://www.google.com/url?q=http://www.intuit.ru/studies/courses/23/23/lecture/376&sa=D&usg=AFQjCNH3RN_Eq7JvO_Q4C0Y1FfjJVwmZvw

3. CoctaBuTh KpoccBOp o TeMe «CpencTBa CeTeBOM 0€30MacHOCTHY
4. IlonroToBUTH CPaBHUTEIIbHYIO TAOIHILy 110 TeMe «OCHOBHBIEC OTIIMYUHUS
Windowsserver 2003 u WindowsServer 2008»
5. IloaroroButk cooOiieHne Ha TeMy «/lonoanutensHele onuuu SQL — cepBepa»
6.IToaroroBuTh coobmienue Ha Temy «JlomonHuTenpHbIe oniun Web cepepay
[ToaroroBuTh cooOlieHNE HAa TeMY «/{oMOTHUTENbHBIE ONIMH (PailIoBOro cepBepar»
7. IloaroroBuTH COOOIIEHNE HA TEMY «/{OMOTHUTENbHBIE OMIMH IOYTOBOTO CEPBEPa»
8. Ilo uHTEpHET - MCTOYHUKAM U y4eOHOI TuTepaType MOUCK TOTOIHUTEIHLHOTO
MaTepuasa v MoJAroTOBKa OTBETOB HAa BOIPOCHI, BBIJAHHBIC IIPEIIOAaBATEIIEM 110 Te-
Mam:

- nonosiautensHbie onuuu DHCP cepsepa

- CpelCcTBa AIMHUHUCTPUPOBAHUS JJOMEHA

- croco0Obl Oe30macHoM nepenayn nHhopMaIuu

- IPUHIIUIIBI Pa0OTHI MAPUIPYTU3ATOPOB

- TOTIOTHUTEJIbHBIEC CPEJICTBA 3AIIUTHI B IOKATBHBIX U TNI00ATBHBIX CETAX

- TonoiHUTeIbHbIe o Web cepBepa

- TOTIOTHUTENbHBIE OMIIMU (HaliIoOBOTO cepBepa

- JononHUTENbHBIE onuuu SQL — cepBepa
Buinoanums oomawnue pabomul:
1. OGecnieueHmne BHYTpPEHHEH 0€30MMaCHOCTH CETH.
2. Pacnipenenenue npaB I0oCTyna K BHYTPEHHHM pecypcaM CETH JIJISl Pa3HBIX TPYIII
MOJIb30BaTENEN.
3. Opranusanus paboTsl ¢ pecypcamu BHemHel cetu (MHTepHeT).
4. PactipeneneHue npas AOCTYIa MOJIb30BaTeNeH K BHEIIHEH CETH.
5. Beibop cpenctB obecriedeHusi 0€30MacHOCTH MOIKIIOYSHHS K BHEIIHEH CETH.
6. CriocoObl MOHUTOPHHTA YCTPONCTB, MOJIb30BATENEH.
7. TeXHOJIOTHH TTOMCKA HEUCTIPABHOCTEH.
8. [Togbop COOTBETCTBYIOIMIETO MPOTPAMMHOTO OOECTICUCHHS.
9. Onucanue HacTpoek paboOYKX CTAHLIUK U CEPBEPOB.
10. Pactipenenenue ceTeBbIX aipecoB MO XOCTaM CETH.




8 CEMECTP (nexuumn 46 4. + np. 3anatus 26 4. +cam. p. 36 4.) Bcero 108 u.

Tema 1.2.

IlnannpoBaHue U OPraHu-
3anms ceTeBoil nHdpa-
CTPYKTYPBbI NPeanpPUsITHS.

1 Coaep:xxanue yueOHOro MaTepuaJia 46 3
Crny>x0a noanep KK HHTEpHET MpoBaiinepa
2 | Ucnonp3oBauue monenu OS] 2
3 | [IpoTtokonsl u TexHomoruu moaenu OSI 2
4 | Ilouck u yctpanenue HeucupaBHocTd B mogenu OSI Ha yposhe 1,2 2
5 | Ilouck u ycrpanenune HeucnpaBHoctu B Mojenu OSI Ha yposae 3,4 3
6 | Cuenapuii ycTpaHEHHsI HETIOJA0K 3
7 | Co3maHue U UCMOIb30BaHKE 3aMKUCel HEUCIIPABHOCTEH JJIsl pelIeHUs podsieM 3
8 | Pabota ¢ mepconaiom 2
9 | OcMoTp ceTr TpedyromIeii OOHOBIICHUS 2
10 | ®usuueckas U JOrUYecKast TOMOJIOTHUS CETH 2
11 | JoxymMeHTHpOBaHHE CETEBBIX TPeOOBaHUI 3
12 | Dramnsl TuTaHUPOBAHMS MOJIEPHU3ALINHU CETH 3
13 | ®usuueckas cpena 3
14 | Bompocsl npokiaaky kademnei 2
15 | CtpykTypupoBaHHbIi Kabeib 2
16 | [Ipuobperenue 060pynOBaHUS 2
17 | Beibop ycrpoticte LAN 3
18 | Be1bop MexceTeBBIX YCTPOUCTB 2
19 | IlpoektupoBanue cetrn. OOHOBICHUE CETEBOTO 00OPYTIOBAHUS 3
IIpakTnyeckune 3aHATHSA 26 2
14 | TexHODOTHS 3aLIUTHI CETEBBIX KOMIBIOTEPOB. bpanamaysp
15 | Ouenka niuaHa 0OHOBIEHUS KaOEIbHOM CHUCTEMBI
16 | Hactpoiika ceTeBbIX yCTpOHCTB cpeacTBamu Linux
17 | Hacrpoiika cepsucoB B cetu OC Linux
18 | Hacrpoiika ciyx6 ynanennoro jnocryna B OC Linux
19 | Hacrpoiika ciyGxsl FTP, cepepa Samba B OC Linux 2
20 | Hacrpoiika DNS 1 DHCP B OC Linux 2




CamocrosiTesibHasi padoTa
o0yuarwuierocs

CamocrosiTesbHas padoTa
1. IloaroroButh cooOOIIEHHE IO TEME « MaccuBbl TUCKOB RAID»
2. CocTaBHTh HHCTPYKLUIO IO yCTAaHOBKE ceTeBOro npuHTepa B WindowsServer
2008
3. CocraButb kpoccBop 1o TemMe «CpecTBa CETeBON OE30MacCHOCTI
4. TloaroToBUTh CPaBHUTENBHYIO TaOIUILy 10 TeMe «OCHOBHBIE OTINYHS
Windowsserver 2003 u WindowsServer 2008»
5. TloaroToButh coobmieHue Ha TeMy «JlomomauTenbHBIC oniuu SQL — cepBepay
6. ITloaroroButh cooOmICHHE HA TeMY «JlOMOTHUTEIHHBIC ONIIUN
Web cepsepa»
7. TloaroroButh cOOOIICHUE Ha TeMY «JlOMOJHUTENBHBIC ONIUU (AHIOBOTO CepBe-
pa»
8. TloaroroButh cooOuieHue Ha TeMy «JlomonmHUTEIbHBIE OMIIUK TOYTOBOTO CEpBE-
pa»
9. TIlo uHTEepHET - UCTOYHHUKAM U YUeOHOU TUTepaType MOUCK TOTOTHUTEIHLHOTO
MaTepuaia U MOAr0TOBKAa OTBETOB HA BOIPOCHI, BhIJAHHBIE MPEIOIaBaTEIeM 110
TeMaMm:
- nonostautenbHbie o DHCP cepBepa
- CpeICTBa aIMUHUCTPUPOBAHHUS JIOMEHA
- criocoObl Oe30MmacHoi nepeaayn HHGopMaun
- IPUHITAITBI PAOOTHI MAPIIPYTH3ATOPOB
- TOTIOJTHUTETbHBIE CPEJICTBA 3AIIUTHI B JIOKATHHBIX U INI0OATBHBIX CETIX
- TomoaHUTENnbHBIE o Web cepBepa
- IOTIOJTHUTENbHBIEC oMU (HaliJIOBOTO cepBepa
- nonoyiHUTENbHBIE onuuu SQL — cepBepa
Buvinoanums domawinue KoHmpoivHvle pabomul:
1. OGecrnieuenne BHyTpeHHEH 0€30MTaCHOCTH CETH.
2. Pacnipenenenue mpaB AocTyna K BHYTPEHHHM pPeCypcaM CETH Uil Pa3HbIX TPYIII
MOJIb30BaTENEH.
3. Opranu3zanus paboTsl ¢ pecypcamu BHemHel cetu (MHTepHeT).
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4. Pactipenenenue mpas A0CTyIa MOJb30BaTeNIel K BHEIITHEH CETH.

5. Beibop cpenctB obecriedeHust 0€30MaCHOCTH TOIKITIOYCHHSI K BHEIIIHEH CETH.
6. CriocoObl MOHUTOPHHTA YCTPONCTB, TOIH30BATEIICH.

7. TeXHOJIOTHH ITIOMCKA HEUCIIPABHOCTEH.

8. Ilogbop cOOTBETCTBYIOLIETO MPOTPAMMHOI0 00ECIICUeHHUS.

9. Onmcanne HACTPOEK PabOYMX CTAHIIMI K CEPBEPOB.

10. PactipenenieHne ceTeBbIX aJpecoB IO XOCTaM CETH.

JApyrue ¢popMbl KOHTPOJIS — 7 cemecTp
JuddepenunpoBannblii 3auerT- 8§ cemecTp

MK 02.03. OcHoBbI HH(POPMALMOHHOK 0€301IaCHOCTH 95
1 | 2 3
Pa3nen 1. Undopmannonnasi 6e30nacHOCTL U YPOBHU ee o0ecneyeHust 95
Brenenne Copep:xaHue yueOHOI0o MaTepuasa 2
Hemn u 3amaun npodeccrnoHambHoro Moayisi. CTpykrypa npohecCHOHAIBHOTO MOIYIIS.
[TocnemoBaTenbHOCTh OCBOCHHUS MPO(PECCHOHATBHBIX KOMIETEHIUI 1o mMoxymo. Tpebo-
BAHMS K YPOBHIO 3HAaHNUW U YMEHUM.
Tema 1.1. Uupopmanu- 1 Copepxxanue yueOHOIro MaTepuasa 43
OHHasi 6€30MaCHOCTD Beenenne
5 [Tpobnema unpopmamoHHOM Oe30MmacHOCTH 001IecTBa (PUKcalus MOab30BaTeNeH B
ceTn

3 | 3agaun uHGOpPMAITMOHHON Oe30MacHOCTH 00IIeCTBa

4 | IIpaBoBbIe OCHOBBI HH(POPMALIMOHHON 6€3011aCHOCTH 001IecTBa

OCHOBHBIE TIOJIOKEHUST BAKHEHUIITUX 3aKOHOAATENIbHBIX akTOB P® B 06mactu nHpOp-
MaIMOHHOI 0€301acCHOCTHU U 3alUThl HHPOpMAIH

6 | OTBETCTBEHHOCTH 32 HapyIIeHUs B chepe HHPOPMAITMOHHOH 0€301TacHOCTH

7 | TpeboBaHus 0€30MaCHOCTH K MH(POPMAITMOHHBIM CHCTEMaM




8 | [IpuHIMn nepapxuu: Ki1acc — CeMEeUCTBO — KOMIIOHEHT — 3JIEMEHT
9 | CepBuchl 6€30MaCHOCTH B BEIUMCIUTEIBHBIX CETSIX 2
10 | AAMHUHHCTPHUPOBAHHUE CPEACTB OE30MACHOCTH 3
2
11 | Lenu, 3agauu U cofepKaHue aIMUHUCTPATUBHOTO YPOBHS
. 2
12 | Pa3zpaboTKa MOTUTUKY HHPOPMAITHOHHOMN 0€30MacHOCTH
13 | Kananbl HECAHKITMOHUPOBAHHOTO JIOCTYIA K MHPOPMALIUU 2
14 | KomnbroTepHble BUPYCHl M HHPOpPMAIMOHHAs 6€3011aCHOCTh 2
15 | Knaccel yrpo3 nH(hopMannoHHON O€30IMaCHOCTH 3
16 Bugpl «Bupycomnoo0HIX» IporpaMM. XapaKkTepUCTHKA «BHPYCOTIOA00HBIX) MPO- 3
rpaMM. Y THIIMTBI CKPBITOTO aiMUHKUCTpUpoBanus. «Intended»-supycer
17 | Bops0a ¢ pexiaMHBIMHU M IIMTUOHCKHUMH IPOTpaMMaMH 3
18 | XapakTepHbie 4epThl KOMIIBIOTEPHBIX BUPYCOB 3
IIpakTH4eckue 3aHATUSA 20 2
1 | ITapamertpsl 6e30macHocTH porpammbl MicrosoftOutlook
2 | IIpoBepka KOMIbIOTEPA HAa IPEAMET HATUYUS YA3BUMOCTEN
3 | Ucnonp3oBanue mudpyromiei ¢haitnoBoii cucTeMsl
4 | ABapuiiHOE BOCCTaHOBIJIEHUE
5 | Ucnonbs3zoBanue OpaHIMay3poOB
6 | Ouncrka cuCTEMBI
7 | HacTpoiika aHTUBHPYCHOW POTrpaMMbl, OOHOBJICHHE CUTHATYD.
8 | Bboprba ¢ pekIaMHBIMH U IIMTHOHCKUMH TIPOTPaMMaMH
9 | Hactpoiika MeXceTeBOro SKpaHa
10 | UccaenoBanue yrpo3 J0CTYITHOCTH




CamocTosiTe1bHAs1 padoTa
o0y4aromerocsi Npu u3y-
YyeHnHu pasgea 1.

Jloknan Ha Temy:

Brigaromuecs TMYHOCTH B UICTOPUU BBIYUCIUTEILHON TEXHUKU;

OO1m1ecTBO B EPUO PA3BUTHS HHPOPMATU3AINH;

IlonsTHE rOCYAApPCTBEHHOW TAlHBIL;

UYem oTiinyaroTcs GyHKIMOHATIbHBIE TPeOOBaHUS OT TpeOOBaHUM 10BepHs?;
MexaHu3mbl 6€30MaCHOCTH UCIIONIb3yeMbIe JUIst 0OecTieyeHUs] KOH(PUASHIUATbHOCTH Tpa-
¢duka;

Pedepar Ha Temy:

Kareropuu rocynapcTBeHHbIX HHPOPMAITMOHHBIX;

OTBETCTBEHHOCTh 32 UCIOJIb30BaHUE U PACIIPOCTPAHEHUE BPEJOHOCHBIX MPOTrpamMM JUIst
OBM;

Mexann3m obecrieueHus b B BEIUMCINTEIIBHEIX CETIX;

CooOrienus Ha TEMY:

B yem 0co0eHHOCTh KOMITBIOTEPHOTO BUpYyca «UepHOOBUIbY;

XPpOHOJIOTUSI pa3BUTHUSL KOMIIBIOTEPHBIX BUPYCOB;

30

JK3aMeH — 5 cemecTp

MK 02.04. MexceTeBoe BO3/1eliCTBHE B KPYITHBIX U IV100aJbHBIX CETAX

142

7 CEMECTP (aexkuuu 10 4. + np. 3anaTus 6 4. + cam. padora 8 4.) Bcero 24 4.

Pa3nen 1. Opranusanus cetu

66

Tema 1.1. IlmannpoBanne
ceTn

Conep:xanue yueOHOro MaTepuaJia

Omnpenenenue TpeboBaHui 3aka3zunka K cetd. COOp MaHHBIX IJIsS aHAIW3a UCIOIb30BaHUS
IPOrpaMMHO-TEXHUYECKUX CPEICTB KOMITBIOTEPHBIX CETEH.

Ornpenenenne 000pyaOBaHUS, yIOBIETBOPSIONIETO TPpeOOBaHMUAM 3aKazunka. Pacder crou-
MOCTH CETEBOT0 00OPYIOBAHMS H MTPOTPAMMHOTO 00€CIICUCHHS.

Co3zmaHne cxeMbl CeTH (MHBEHTapHAas BEJOMOCTb, JJOTHYECKAst TOMOJIOTHS ).

Pa3zpaboTka cxembl pazouenus Ha IP- moaceTu ¢ oGecrnedeHneM BO3MOKHOCTH JIJISL PACIIIH-
pEHUSL.

10




IIpakTyeckue padboTsbI:
[Tpaktuyeckas padora Nel «Pa3paboTka cxemsbl cetn. Pazouenue cetu Ha nozaceru. Paspa-
6otka cxemsl IP-anpecanun»

CamocrosiTesibHAsi padoTa CTY/IeHTOB

CereBble crienu(uKay BTOPOro U TPETHEro ypoBHs. JJoOMOMHUTEIbHBIE CETH pa3IeIeHUs
MOTOKOB JaHHBIX. CeTh U MOJICUCTeMa KOHTPOJIS U yrpaBieHus pecypcamu (RMC). Asro-
Matuyeckoe ooHosnenue 3anuceit DNS. Cetn ¢ mognepxkoit SR-IOV. Tpeboanus k amrma-
pPaTHOM U POrPaMMHOM YaCTH.

8 CEMECTP (nexuum 36 4. + np. 3ansarus 44 4. + cam. p. 38 4.) Bcero 118 u

Tema 1.2. Hactpoiika u
MYCKO-HAJIAJKA CeTH.

Coaep:xanue yueOHOro MaTepuaJia

Buenpenue cxemsllP-anpecanmu. Pazouenune cetn Ha noaceru. OnpeneneHue MapiupyToB
ciieioBanus MH(GOPMAIUK B CETH ¢ TIOMOIIbi0 koManaHou ctpoku CiscolOS. Hacrpoiika
MapuipyTusaropa Briatouas qruHnamuueckuit NAT. HacTtpolika mapiipyTtu3aTopa B KauecTBe
DHCPcepsepa. Hactpoiika coequnenus PPP Mex 1y KIMEHTOM U TIOCTABIIUKOM YCIYT HH-
tepHera. Hactpoiika nunamuueckoi Mapuipyrusauuu. [Ipotokon RIP. IIposepka ero pabo-
TOCIIOCOOHOCTH.

14

IIpakT4eckue padoThbI:

[TpakTrueckas padota Ne2 «IIpoTokon MexcereBoro B3aumoaencTust |P, mpoTokoisl
MapIIpyTHU3aLUN»

[TpakTrueckas padota Ne3 «3ydueHne MapuipyToB ciieZloBaHUs HH(OpMaLUy B ceTH. ABTO-
HOMHBIE CHCTEMBI»

[IpakTuueckas padota Ne4 «M3ydenune paboTsl yTHIHT ping, traceroute. M3ydueHnue npoToko-
Jla MEXKCETEBBIX YIPaBISIOMUX coodmenuit [CMP»

[Tpaktuyeckas padora Ne5 «ba3oBast HacTpoiika MapuIpyTu3aTopoB. Hactpoiika nntepdeii-
COB MapuIpyTHU3aTOpoB. UTeHHE KOHPUTypallui MapUIpyTU3aTOpay

[Tpaktuyeckas pabora Ne6 «HacTtpoiika craTHuecKoil MapupyTU3anum

14




CamocTtosiTe1bHas padoTa CTy/1eHTOB

IPX/SPX u SPX II. Komnonentst [IPX.IPX u SPX.SPX II. MeToabl mocTpoeHus: 00beIu-
HeHHbIX cered. [ToBropurenu. Moctel. Tunbel MocTOB. DYHKIMH NIEPEAAYH YEPE3 MOCT U
bubTpaum.

MapipyTtu3zanus ¢ ykazaHuem uctounuka. Mapuipyruzaropsl. Kak paboraer mapuipyTtusa-
TOP.

Br16op Haunyumiero mapupyta. [Ipotokomnsl Mapuipytuzanuu. Crenudukanuy MapupyTu-
3aropa

Cxkopoctb nepenaun. Mapupyrusanuusa NetWare. MexcereBblie kabenu. MexcereBble kade-
JM JUTS HEHTPATM30BaHHOTO yrpaBieHus. [IpomyckHast cnocoOHOCTh MEKCETEBOTO Kabes.
KaGenbuble KOHIICHTpaTOPHl. CpencTBa KabenbHbIX KoHeHTpaTopoB. FDDI u ATM. FDDI.
ATM

14

Pasznea 2. [logaep:kanue padoToCIOCOOHOCTH CETH.

76

Tema 2.1. Ypasienue ce-
TBIO.

Coaep:xanue yueOHOro MaTepuaJia

AJMUHUCTPUPOBAHKE CEPBEPOB U paboumx cTaHIMi. Opranuzanus J0cTyna K JOKaJIbHBIM
ceTsiM U MIHTepHETY. Y cTaHOBKA U COIIPOBOXK/IEHUE CETEBbIX cepBUCOB. [ImannpoBanue pe-
[IEHUSI PE3€PBHOTO KOMUPOBAHMUSL.

10

IIpakTH4eckue padoTsbI:

IIpakTyeckas padora Ne7 «Hacrpoiika RIP mapmpyruzannn»

[Tpaktuyeckas padora Ne8 «Hactpoiika OSPF mapmpyruzanum»

[Ipaktuueckas padota Ne9 «Hacrtpoitka BGP mapmpyTtuzanum»

IIpakTuyeckas padora NelQ «Hactpoiika ygaJieHHOTO TOCTYIIA, YAAJEHHOTO YIIPABICHHUS
IIpakTuyeckas padora Nell «Hacrtpoiika ciuckoB joctymna»

16

CamocrosiTeibHasi padoTa CTyJCHTOB

ObecnieueHne 0CTyNna K CETEBBIM YCTPOMCTBAM Ui yIpaBieHUs UMH. MOHUTOPHHI ceTe-
BOM MH(ppacTpykTypsl. OOHOBIEHHE MPOTPAMMHOI0 0OECIIeUeHHsI CETEBBIX yCTpOicTB. Pe-
3epBHOE KOMMMPOBAaHUE KOH(PUTYpAIHi CETEBBIX YCTPOHCTB.

12




Tema 2.2. /InarsocTuka u
yYCTPaHeHHe HEeMoJa/I0K B
KPYIHBIX CeTsX.

Copaepxxanue yyeOHOIo MaTepuasa

AHanu3 HemoMxaa0K cpeibl nepeaayn faHHbIX. Onpenenenne ommooK, CBA3aHHBIX ¢ Kabe-
JSIMM M Tiepefaroleit cpenoi. Hactpolika KOMMyTUPYEMOM CETH, TOUMCK U YCTPAHEHUE He-
ucrpaBHoctelt B Hell. [louck u ycrpanenue neucnpaBHocrend coenuHenuit LAN. Touck u
ycTpaHneHue HeucnpaBHocTed coequaennii WAN. [lorck u ycTpaHeHrne HEMCITPaBHOCTEM
DHCP u NAT.

12

IIpakTnyeckue padboThi:

[Tpaktuyeckas padora Nel2 «Hacrpoiika NAT-nyna ¢ neperpyskoit u PAT»
[Ipaktuueckas padora Nel3 «Hactpoiika Tynnens VPN GRE 1o cxeme «Touka-Toukam»
[TpakTnueckas padora Nel4 «Hactpoiika cereit VPN»

[Tpaktuyeckas padora Nel5 «Hacrpoiika IP Tenedonnn»

14

CamocrosiTesibHasi padoTa CTY/ICHTOB

D¢ heKTUBHBIE METOIUKH TUATHOCTUKHA HEUCIIPABHOCTEHN B JIOKAIBHOU CETH MPEATIPUSTHSL.
[TnanupoBaHye MEPONIPUATHI 110 TIOUCKY M YCTPaHEHUIO MPOOJIEM B CETH MPEANPUSATHSI.
I/IHCTPYMCHTI)I JJIA OCYHIGCTBJIGHI/IFI HOI[II@p)KKI/I CC€THU, a TAKXKC 1A IIOHCKa U yCTpaHeHI/IFI
HEHUCIIPABHOCTEN B CeTAX npennpustuid. [Ipouenypsl nogAepKKN CETH, YCTPAHEHUE OTKA30B
B JIOKAJIbHBIX KOMMYTHPYEMBIX U MApUIPYTU3UPYEMBIX CETSX.

12

JApyrue ¢popmMbl KOHTPOJIsSI — 7 cemMecTp
JuddepenunpoBannblii 3a4eT — 8 cemecTp

YII 02.01 YyeOHnasi npakTuKa

72

Pa3nea 1. CereBoe aiMUHUCTPUPOBaHUE

Tema 1.1. CereBoe agmu-
HUCTPUPOBAHME

IIpakTHyeckue padborTsbI:
1. Onpenenenue TpeOOBaHMI 3aKa3YMKa K CETH.
Br160p cpezpl 1 CKOpOCTH IepeaayH.
Br160op 1 pa3melnieHne ceTeBbIX PeCypCoB.
[IpoexTHpoBaHKE JIOTUYECKOI CXEMbI CETEBON MHPPACTPYKTYPHI.
[MpoexkTupoBanue GpU3NIECKON CXEMBI CETEBOI MHPPACTPYKTYPHL.\
CocraBieHrEe TEXHHUECKOTO 3aJ[aHMUS.
[TmanupoBaHue aAPECHOTO MPOCTPAHCTBA.
YcraHoBKa cepBEpHOIN ONEPAIMOHHON CHCTEMBI.

N bk owd

72




9. VYcraHOBKa JpailBepOB, HCIIPABICHUI U OOHOBIICHUH.

10. YcTranoBKka 1 pUBsI3Ka CETEBBIX MPOTOKOJIOB. HacTpoiika mpoTOKOJIOB.

11. YcranoBka ciry>x0bl KaTanora. HauanpHOe aqMHHHCTPUPOBAHUE CTYKOBI KaTauora.

12. Co3ianue y4eTHBIX 3alucell KOMIIBIOTEPOB B JIOMEHE. YTIpaBlIeHUE YUEeTHBIMH 3aIlH-
CSIMH.

13. Co3anue u HaCTPOIKa YUYETHBIX 3aMMCEl MOJIb30BATEIICH.

14. ABTomMartu3anuus npoueayp aAMUHUCTPUPOBAHUS. Y THIIUTHI KOMaHTHOU CTPOKH.

15. CpencTBa ypajieHHOTO JOCTYIIA.

16. Monurtopunr cepseproit OC. MHTepdeiicki MOHUTOPUHTA.

17. I3yuenue xypHanoB MOHUTOpUHIa. Co3aHue U MPOCMOTP OTOBELICHUMH.

18. YcraHOBKA M HACTPOMKA JIOKATHHOTO IPHHTEPA.

19. Opranu3anys MOAKIIOYECHUS CO3JaHHOM ceTH K ceTH MHTepHeT.

20. Opranu3zanus yJaJleHHOro A0CTyma u3 ceTH MHTepHeT K HHPOpMaIIMOHHBIM pecyp-
caM, pacloJI0KEHHBIM B CO3/IaHHOM CETH.

21. Buenpenue ocHOBHBIX VIHTEpHET — CEpBUCOB.

JAuddepenunpoBannblii 3auet — 6 cemecTp

ITI1 02.01 IIpou3BoaACTBEHHAS NPAKTHKA

IIM.02 Opranu3anus ce- 144
TeBOI'0 a/IMHUHUCTPHPO-

BaHMA

Tema 2.1. HacTpoiikn Buabl padot: HacTpoiika cepBepa U pabouux CTaHIMH 111 Oe30MmacHoi nepegadn HHPop- 28
cepsepa u padounx Malny; yCTaHOBKa Web-cepBepa; pacueT CTOMMOCTH JIMIIEH3NOHHOTO TIPOrPaMMHOTO

CTAHIMUIA 17151 6e30macHoi | o0ecriedueHus ceTeBOi MH(PACTPYKTYphl; IPUHITHE MEPBI [0 YCTPAHEHUIO BO3MOXKHBIX

nepenayu uHgopmMamuu | cO0eB; yCTaHABIMBaHUE HHPOPMAIIMOHHON CHCTEMBI;

Tema 2.2 Opranmn3za- Buabl pa6oT opranusanys 10CcTyna K JIOKaJbHbIM U III00aIbHBIM CETSAM: aJIMUHUCTPUPO- 29

Hs 10CTyNA K JI0-
KaJbHBIM H IJ100aJ1b-
HbIM CeTSIM; AJAMHHMU-
CTPUPOBAaHME JIO-
KAJbHBIX BBIYHCJIH-
TeJbHBIX ceTel

BAaHHUEC JJOKAJIBHBIX BBIYHCIIUTCIIbBHBIX CeTeﬁ;




Tema 2.3. Ilpunsitue mep
10 YCTPAHEHHUIO0 BO3MOXK-
HbIX c00eB

Buasbl padoT cO0p naHHBIX AJI aHAINU3a BO3MOXHBIX COOEB;
yCTaHABIIMBaHUE U KOHPUTYPUPOBAHHE aHTUBUPYCHOTO MPOTPAMMHOI0 00ecTieueHUs 1715
3alUTHI IPU MOAKIIOUYEHUH K ceTH VIHTepHeT cpeicTBaMu ONepaliuOHHON CHCTEMBI;

29

Tema 2.4. Co3nanue u Buasl pa6ot: nporpamMmmHoe obecriedeHre 0a3 JaHHbBIX, 29
KOH(pUrypamus yuer- MPOrpaMMHOE OOECTIeueHne MOHHTOPHHTA COIMPOBOXICHUS M KOHTPOJS HMCIOJIb30BaHUS

HBIX 3anucei 0Tae/b- MOYTOBOTO cepBepa, SQL-cepBepa, MHTEpHET cepBepa, CO3AaHHME M KOH(UTYpHUPOBaHUE

HBIX MOJIb30BaTeNeil n YUETHBIX 3aliCel OTJENbHBIX MOJIb30BATENCH U MOJIB30BATEIBCKUX TPYIIT

M0JIb30BATEIbCKUX

rpynmn

Tema 2.5. Peructpauus u| Buasl padot: peructprpoBaHue U NOAKIIOYEHHE K JOMEHY, BEJJEHUE OTYETHOM T0KYMEH- 29

NOJIK/II0YeHHE K IOMEHY,
Be/leHHe OTYETHOM 10Ky~
MEeHTaIluH

Talllu;

/lu¢depeHMpoOBaHHBIN 3a4eT — 7 ceMecTp

KBanndukanuoHHblii 3K3aMeH 10 MOYJ110 — 8 cemecTp

ZL]'IH XapaKTCPUCTHUKU YPOBHA OCBOCHUS yqe6H0r0 MaTepurajia UCIIOJIb3YIOTCA CICAYIOIIUC 0003HAYCHHS:

1.— o3HakoMuTeNbHBIN (Y3HaBaHHE paHee NU3YUEHHBIX 0OBEKTOB, CBOMCTB);

2.— penpoayYKTHBHBIIi (BBITIOJHEHUE JIEITETHHOCTH 10 00pas3Ily, HHCTPYKIIUH WIH O] PyKOBOJICTBOM)

3. — MPOAYKTHBHBI (TUTAHUPOBAHHUE U CAMOCTOSITEIILHOE BBITIOJTHEHUE JISATEIIHHOCTH, PEIICHHE MTPOOJIEMHBIX 3a]1a4)




3. YCJIOBUSA PEAJIN3AILINHA PABOUEN NMPOTPAMMBI YYEBHOMN
JUCHUILJIMHBI
3.1. TpeGoBanusi K MUHHUMAJIbHOMY MAaTEPHATbHO-TEXHUIECKOMY
odecrneyeHnIo

YuebHas aynutopusi s NPOBEACHUS 3aHATHM BCEX BUIOB, MPEAYyCMOT-
PEHHBIX 00pa30BaTEIbHONW MPOTPAMMOM, Ji MPOBECHUS TPYNIOBBIX U UHIUBU-
JTyaJIbHBIX KOHCYJIbTALMM, N1 TPOBEACHUS TEKYILETO KOHTPOJIA U MIPOMEKYTOU-
HoM arrecranmu - KaOumHer «OCHOB TeopuH KOJAMPOBAHUA M IepeAadyH UH-
bopmanumn»

Oo6opynosanue: Cron npenogasarens-1 mr., Ctyn npenoaasatensd-1 mr., Cron
yuennueckuit (maptei) — 11 mr., Cton komnbroTepHbIi -13 mT., CTOM NUChMEH-
HBIM — 2 iT., CTynbs yuennueckue-44 mr., lllkad nns 6ymar -2 mr., Kommnbrore-
pbl — 12 mr., Jlocka nna mena — 1 wr., MHTepakTuBHas aocka — 1 mt., Mapkep-
Hag Jlocka — 1 .

TexHuueckue cpeicTBa 00yUeHus : MPOSKTOP MEPEHOCHOM, IKpaH MEPEHOCHOM.
[lepeuenb mporpammuoro obecrneuenus (I10), ycTaHOBIEHHOTO Ha KOMIIBIOTE-
pax, 3aJIeCTBOBAHHBIX B 00pa30BATEIIHLHOM MPOILIECCE MO YUeOHOU TUCIUILIMHE
(Mony:mt0):

1.Onepanmonnas cucrema:

Windows 7

JIuuensus Ne 48215537 ot 11.03.2011 1.

2. AntuBupycHas 3amura: Kaspersk free (oTkpbiTas murieH3us)

3. OducHoe mporpaMMHOe 00eCIICUCHHE:

Open Office 2010 (cBOOOIHBIN TOCTYIT)

4.Apxusatopsl: WinRar

(OTKpBITBIC TUIIEH3UN)

5. Uurepuer-Opaysep: Google Chrome, Explorer. Opera (oTkpbiTas JUIICH3HU )

6. IIporpamma mist mpocmotpa daitioB PDF: Adobe Acrobat reader (otkpsitas
JIUALICH3US )

JlaboparTopusi «IIporpammHoro odecrnedyeHuss KOMIbIOTEPHBIX CeTeH,
NMPOrpaMMUPOBAHUSA U 023 JAHHBIX)
Oo6opynoBanue: Cton npenoaasatens-1 mr., Ctyn npenogasarens-1 mr., Cton
yuennueckuit (maptel) — 11 mr., Cron koMmnbroTepHbIid -13 mT., CTOM NUCHEMEH-
HBIHA — 2 WT., CTynbs yueHnueckue-44 wr., llxad ana 6ymar -2 mr., Kommnerore-
pol — 12 wr., Jlocka nnsa mena — 1 wt., MaTepaktuBHas gocka — 1 wmr., Mapkep-
Has Jlocka — 1 .
Texaudeckue cpecTBa 00yueHus: MPOSKTOP MEPEHOCHOM, IKpaH MEPEHOCHOM.
[lepeuennr mporpammuoro odecneuenus (I[10), ycTaHOBIEHHOTO Ha KOMITbIOTE-
pax, 3aJIeiCTBOBAaHHBIX B 00pPa30BATEIHHOM IPOIIECCE MO0 YIYCOHOU TUCITUTIIIMHE
(Monymt0):
1.OnepanuonHas cucrema:
Windows 7
JInuensus Ne 48215537 or 11.03.2011 1.



2. ArtuBupycHas 3amura: Kaspersk free (oTkpbiTast mutieH3ms)

3. OducHOE MporpaMMHOE 00CCIICUCHHE:

Open Office 2010 (cBOOOIHBIN AOCTYII)

4.Apxusatopsl: WinRar

(OTKpPBITHIC JTUIICH3UN)

5. UuTepuer-Opaysep: Google Chrome, Explorer. Opera (oTkpbITast TUICH3MA)

6. IIporpamma miis mpocmotpa daiinoB PDF. Adobe Acrobat reader (otkpsitas
JIULICH3USA )

Jladopatopusi «MndopmannoHHbIX pecypcon» (Ne 2408)
Oo6opynoBanue: Cton npenoiaBaTeisa-3 MIT., CTYJI MpenoaBaress- 21IT.,
CTOJl YYEHHUYECKHl-18 mT., cCTynbsl yueHnyeckue-27 wrt., mkad- 2 mr., gocka-1
IIT., KOMITbOTEP-13 1mIT.
TexHuyeckue cpeacTBa 00yUeHHs: MPOEKTOP MEPEHOCHOM, SKpaH NEPEHOCHOM.
[Tepeuens nporpammuoro obecneuenus (I10), ycTaHOBIEHHOTO Ha KOMIIbIOTE-
pax, 3aJeiICTBOBAaHHBIX B 00pPa30BaTEIBLHOM IPOLECCE MO YUEOHON TUCIUIUINHE
(Monymi0):
1.OnepanmonHas cucrema:
Lubuntu (oTkpbITas JTUIICH3HS)
2. AntuBupycHas 3amura: Kaspersk free (oTkpbiTas nuiieH3us)
3. OducHoe nmporpaMMHOE 00eCIIeUeHUE:
Liber Office 2010 (cBoOOaHBIH TOCTYII)
4.Apxusatopsl: WinRar
(OTKpPBITHIC JTUIEH3UN)
5. NuTepuer-Opaysep: Google Chrome, Explorer. Opera (oTkpbITast TUIICH3M)
6. IIporpamma mist mpocmotpa daitioB PDF: Adobe Acrobat reader (otkpsitas
JIULICH3USA )

IMoauron ATMUHUCTPUPOBAHUSA CETEBbIX ONMEPANUOHHBIX CHCTEM

O6opynosanue: Cton npenogaatens- 1 mr., Ctyn npenoaaBarens- 1 mirT.,
Cron -12 wr., Crynssi- 16 mrt., Komnstorep DelLL- 1 mt., Monutop Lg- 1 mir.,
Monutop Lg- 3 mr.,Komnberotep Lg — 3 mT., GecrpoBOAHON MapmIpyTH3aTOp tp-
link 741- 1 wt., mapmpytusaTop cisco 2691- 1 mir., kommyTaTtop cisco 2924- 1
mT., MoaeM zyxel 791- 1 wirt., mogem zyxel 841- 1 mr., kommyTaTop cisco 2950-
24- 1 mt., MmoaeM 56 k- 1 wmr., 6ecipoBoHoi Mapmpytusarop d-link 655- 1 mir.,
UCTOYHUK OecriepeboitHoro mutanus apc 250- 1 mr., cutu d-linkdes-1016d- 1
mT., Mapupytuzatop cisco 1600- 1 mt., kommyTtarop cisco 2950-24- 1 mt., CBUTY
compex 1016¢ - 1 mrt., kommyTarop cisco 1800- 1 miT., onTUYeCKUd KOHBEPTOP
at103 momewm tainetdt128- 1 mr. - 1 mT., MmogeM zyxel 841- 1 mT., HCTOYHHUK Oec-
nepeboiinoro mutanus apc 250- 1 mT., kommyTaTopsl cisco 2924- 2 mr., Poyrep
Compex 1016- 2 mt., PoyTep cisco 2500- 1 mT., 6€CipOBOHON MapIIpyTHU3aTOP
tp- link 741- 1 wr., mapipytusaTtop cisco 2691- 1 mir., kommyTatop cisco 2924- 1
mT., MmojeM zyxel 791- 1 mt.



Jladoparopus «IIporpaMmMHoO-annapaTHOi 3alUTHI 00bEKTOB CeTeBOM
uHpacTpykTypb» (Ne 2401)
Oo6opynoBanue: Cton nmpenojgaBaTess -1 mrT., CTyJ npenoaaBareiss -1 mT., cTou
yU4eHUYEeCKUH-131IT., CTyNbs yaeHn4YecKue-27 IIT., mKad- 1 mT., CTON KOM-
NbIOTEpHBIN-11 1mT., MOHOOJIOK yueHnuyeckuit Dell-9 mit., MOHOOJIOK MperojaBa-
Tens Acer- | MIT., KOMIUIEKT IJTAKaTOB
TexHudeckue cpefcTBa OOy4YEHHS: MPOCKTOp (CTAllMOHAPHBIN), 3KpaH (CTalmo-
HapHBI).
[lepeuenb mporpammuoro obecrnieuenus (I10), ycTaHOBIEHHOTO Ha KOMIIBIOTE-
pax, 3aJIelCTBOBaHHBIX B 00pa30BaTEIbHOM MpOIECCE MO YUeOHOM AUCIMUILTHHE
(MonymI0):
1.Onepanmonnas cucrema:
Ubuntu (oTkpbITast JIMIIEH3HS)
2. AntuBupycHas 3amura: Kaspersk free (oTkpbiTas muiieH3us)
3. OducHoe mporpaMMHO€E 0OeCTIeueHHE:
Liber Office 2010 (cBoGoaHBI# qOCTYII):
4.Apxusatopsl: WinRar
(OTKpBITBIC TUIIEH3UN )
5. Uurepuer-Opaysep: Google Chrome, Explorer. Opera (oTkpbiTas JIUIIECH3HU )
6. [Iporpamma a1 pocmotpa daitmos PDF: Adobe Acrobat reader (otkpsitas
JIULICH3HS)
7. Iporpamma Pascal ABC.Net (Bep.3.6) (OTKpBITBIH TOCTYII)

Macrepckasi «MoHTa:xka M HACTPOHKH O0BEKTOB ceTeBOM HH(ppa-
CTPYKTYpbI» (Ne2114)
Oo6opynoBanue: Cton npenogaBarens- 1 mr., Ctyn npenoaasarens- 1 mr., Ctou -
12 wr., Crynes- 16 wr., 1ocka yyeHu4yeckas- 1 mr., KOMMyTaTopsl — 2 WIT., MapIl-
pPYTH3aTOPBI — 2 WIT., MOJEMBI — 2 LIT., POYTEPHI — 3 IIT., CBUTY — 2 IIT., MOHUTOPBI
— 3 MmT.. ICTOYHUK OecrepeOoHOro MUTaHus — 1 MIT.. ONTUYECKU KoHBepTOop — 1
IIT.

Houuron «TexHUYECKOro KOHTPOJISA U JUATHOCTHUKHU ceTeBOM uHGpa-
CTPYKTYpPBbI» (Ne2114)
Oo6opynoBanue: Cton npenogaBatens- 1 mr., Ctyn npenoaasarens- 1 mr., Ctou -
12 wr., Crynes- 16 wr., 1ocka yyeHndeckas- | mr., KOMMyTaTopsl — 2 IIT., Mapul-
pyTH3aTOpBI — 2 WT., MOJIEMBI — 2 WIT., POYTEPHI — 3 MWIT., CBUTY — 2 IIT., MOHUTOPHI
— 3 WT.. ICTOYHUK OecrepeOoHOro nuTanus — 1 mWT.. onTUYecKuii kKousepTop — 1
IIT.

Crynus «IIpoekTHPOBaHUS W JAU3aiiHA CeTeBbIX APXUTEKTYP M HHKe-
HepHOI rpadukm» (Ne 2408)
O6opynoBanue: CTos mpenoiaBarens-3 miT., CTyJ IpernoaBaress - 21IT.,
CTOJI YYEHUYECKUM-18 MmT., CTyNbs ydeHHueckue-27 mr., mkad - 2 mrT., Jocka-1
HIT., KOMIIbIOTEP-13 1mIT.
Texaudeckue cpencTsa 00yUeHus: MPOSKTOP MEPEHOCHOM, IKpaH MEPEHOCHOM.
[Tepeuenb mporpammuoro odecrneuenus (I10), ycTaHOBIEHHOTO Ha KOMIBIOTE-



pax, 3aJeICTBOBaHHBIX B 00pa30BaTEIbHOM MpOIECCE MO YyUeOHOU AUCIMUILTUHE

(Monymi0):

1.OnepanuonHas cucrema:
Lubuntu (oTkpsITas JTALIEH3HS)
2. AntuBupycHas 3anura: Kaspersk free (oTkpbiTas TuiieH3us)
3. O¢ducHoe mporpamMmmHoe oOecrieyeHue:
Liber Office 2010 (cBoGoaHBI qOCTYII)
4. ApxuBaropsl: WInRar (OTKpbITbIC TUIICH3HN)
5. MuTepuer-Opaysep: Google Chrome, Explorer. Opera (oTkpbITast JIUIICH3US)

6. IIporpamma st mpocmotpa daitioB PDF: Adobe Acrobat reader (otkpsitas

JIULICH3US)

3.2 IlepeyeHb peKOMEHAyeMbIX Y4eOHbIX H3IaHUIl, HHTEPHET-PeCypCcoB,

I[OHOJIHI/ITCJ]I:HOﬁ JUTEPATYPbI

Ne ABTOpBI M 3ariaBue H3nareabCcTBO Koa-

n/ COCTaBHUTEJHN BO

1

OcHoBHas JuTeparypa

1. | Kampanoa M.A. Nudopmanmonnsie M.: ®I'BY AIIO [DneKTpOoHHBIN
TEXHOJIOTHH B «Y4eOHO-METOANYECKUN pecypc]
poheCCHOHATBHOM LIEHTP MO0 00Pa30BaHUIO HA
JESTENIbHOCTH: Y4e0. | )KEeNe3HOA0POKHOM
nocoowue. TpaHcmopte», 2018. —

311 c. Pexxum nocryma:
https://umczdt.ru/books/42
[225472/

2. | JlaBpenrok U.B. ABtomaruzupoBanubel | M.: ®I'BY JIT1O [DneKTpOHHBIN
€ CUCTEMBI «Y4eOHO-MEeTOANYECKUN pecypc]
yIpaBieHUs Ha LEHTp M0 00pa30BaHUIO Ha
JKEJIE3HOJOPOKHOM JKEJIE3HOJOPOKHOM
TpaHCIIOpTe TpaHcnopte», 2017. —

242 c. Pexxum noctyma:
https://umczdt.ru/books/44
/18669/
JlonmosiHuTEILHAS JIUTEpaTypa
1. | CmupuoBa E.B., ITocTtpoeHue M.: UnTepHer- [DneKTpOHHBIN
backakos 1.B., KOMMYTHUPYEMBIX VYuusepcuretr Undopma- pecypc]
[Iponerapckuii A.B., | KOMIBIOTEPHBIX ce€Tel | MUOHHBIX TexHOIOrUi
®enortos P.A. (MHTYUT), 2016.— 428
Cc.— Pexum nocryna:
http://www.iprbookshop.ru
/52163.html

2. | Yérxun C.B. OCHOBBI IOCTPOEHUS M.: MockoBckui TeXHU- | [DIEeKTpOHHBIN

WH()OKOMMYHUKAIIM- | YeCKUW YHUBEPCUTET CBSI- | pecypc]

OHHBIX CUCTEM U CeE-
Teu

31 ¥ ”HPOPMATHKH,
2013.— 95 ¢.— Pexum
JIOCTYTIA:
http://www.iprbookshop.ru



https://umczdt.ru/books/42/225472/
https://umczdt.ru/books/42/225472/
https://umczdt.ru/books/44/18669/
https://umczdt.ru/books/44/18669/
http://www.iprbookshop.ru/52163.html
http://www.iprbookshop.ru/52163.html
http://www.iprbookshop.ru/61513.html

/61513.html

6. | ®unmumonosa E.B. Nudopmanmonusie Mocksa: KuoPyc, 2019. [DnexkTpoHHbIN
TEXHOJIOTHH B TIPO- — 482 ¢. — Pexum Jo- pecypc]
deccroHanbHOMU Aesi- | cTyma:

TENBHOCTH : yueOHuk | https://www.book.ru/book/
929468

4. KOHTPOJIb 1 OHEHKA PE3YJIBTATOB OCBOEHMUS
MEKIANCHUIIVIMHAPHOI'O KYPCA

KoHTposib U OlleHKa Pe3ylIbTaTOB OCBOCHMS y4eOHOM IHCIUIUIMHBI OCY-
HIECTBIIAIOTCA MPETNO/aBaTesieM B MPOIEcce MPOBEICHUS TPAKTUUECKUX 3aHATUH, a

TAKXKC BBIITOJIHCHUSA 06y‘—IaIOH_II/IMI/IC$I CaMOCTOATCIIBHBIX 3aHaHHﬁ.

Pe3yabTaThl OcHOBHbBIE MOKA3aTeJIN OIIEHKH pe- @opMBbI U METO/IbI KOH-
(ocBOeHHBIE KOMIIe- 3yJbTaTa TPOJISL M OLlEHKH
TEHILHH)
OK 1. [TIlonumarts | - 3HaHHUS O Ha3HaueHuUU mnpodeccuu, | [IpakTraeckue paboTHI;

CYIIHOCTh H  COIH-
QIBHYI0O 3HAYUMOCTh
cBoel Oymymied mpo-
deccun, NposIBIATH K
HEH YCTOMYMBBIM WH-
Tepec.

00 OCHOBHBIX PEIIAEMBIX MPOPECCHO-
HAJIBHBIX 33jJ]adyaX O MpoeCcCHOHAIb-
HBIX BAXHBIX KAa4€CTBaX, a TAaK¥XKE€ IIO-
TPeOHOCTH OOIIECTBA K JAHHOW IPO-
dbeccuu;

- BJIAJICHUE HABBIKAMU HEOOXOMMBbI-
MH B MPO(eCcCHOHAIBHOW JeSITeIbHO-
CTH;

BHEAYJIUTOpPHAs CaMOCTOSI-
TenbHas paboTa Haj OT4e-
TaMH TIO TIPAKTUYECKHUM pa-
06oTam, BKJIIOYas WHAUBUIY-
aJbHBIC 3a1aHUS
HaGnionenue u orjeHKa Jies-
TEJIBHOCTH CTYJEHTA MpU
BBITIOJIHEHUU PaboT 1Mo
MIPOU3BOJICTBEHHOM IMpaK-
tuke. CocTaBiaeHUE THEB-
HUKa, OTYETA 0 TIPAKTHUKE.
JuddepenunpoBaHHbII
3a4eT Mo MPOU3BOI-
CTBEHHOM IIPaKTHKE.
KomrmnekcHpiii  kBanuduka-
I[IAOHHEIA DK3aM€H IO MO-
aymto [IM.02

OK 2. Opraau3zoBbl-
BaThb  COOCTBEHHYIO
EeSITENBLHOCTD, BBLIOHU-
paTh THUIIOBBIE METO-
Il W CIOCOOBI BBI-
nosHeHus: npodeccu-
OHAJTLHBIX 3ajad,
olLleHUBaTh UX 3pdek-
TUBHOCTH U KauecTBO.

- YMEHHUE BBHIOMPATH U MPUMEHSATH Me-
TOJIBI M CITIOCOOBI perieHus npodeccu-
OHAJBHBIX 3aJ[ad, YMETh OIICHUBATh
ux 3¢pdexkTuBHOCTH, KayecTBO U 06€3-
OTIACHOCTH;

MIPaKTUYECKHE paboThI;
BHEAyJIUTOpHAsT CaMOCTOSI-
TenbHas paboTa HaJ OTdYe-
TaMU IO MPAKTUYECKUM pa-
0oTam, BKJTFOYAs WHIWUBHUIY-
aJIbHBIE 3a/IaHUS

HaOmronenne u orneHka nes-
TETBHOCTH CTYyIEHTa TpH
BBITIOJTHEHUH  paboT 1o
IIPOU3BOJCTBEHHON  IIpaK-
Tuke. CocTaBiieHUEe THEB-



http://www.iprbookshop.ru/61513.html
https://www.book.ru/book/929468
https://www.book.ru/book/929468

HUKa, OTYETa IO MPaKTUKE.
HuddepenunpoBaHHbIi
3a4eT 1o MPOU3BO/I-
CTBEHHOU IMPaKTHKE.
KomrmuiekcHpiii kBasinduka-
LIUOHHBIM HPK3aMEH MO MO-
nymto [IM.02

OK 3. Ilpunumars
pelIeHus: B CTaHAapT-
HBIX U HeCcTaHJapT-
HBIX CHUTyallUsIX |
HECTH 32 HHUX OTBET-
CTBEHHOCTb.

— 3HAHUE AQJITOPUTMOB JCHCTBUH B
CTAaHJAPTHBIX U HECTAHJAPTHBIX CHUTY-
aruax;

- 3HAaHUEC TEXHOJIOTMU 0E30MacHOCTH,
MIPOTOKOJIBI aBTOpU3AIuHU, KOH(DHICH-
[MUATBHOCTh M 0€301acCHOCTh TMPH pa-
6oTe B web;

MPAKTUYECKHE paboThI;
BHEAYJIUTOpPHAs CaMoOCTOs-
TenbHas paboTa HaJ OT4Ye-
TaMH IO MPaKTUYECKUM pa-
6oTam, BKJIIOYas WHAUBHUIY-
aJIbHBIC 3a/IaHUS
HaGnronenue u onenka aesi-
TEJIBHOCTH CTYJEHTA MpU
BBHITIOJIHEHUU PaboT Mo
MPOU3BOACTBEHHOM MpaK-
tuke. CocTaBlieHHE JHEB-
HUKa, OTYETA 10 IPAKTHUKE.
HuddepenunpoBaHHbIi
3a4yeT 1Mo MPOU3BOI-
CTBEHHOM IIPaKTHUKE.
KomrmiekcHbiii  kBanmuduka-
AUOHHEIM DSK3aMe€H IO MO-
aymo [IM.02

OK 4. OcymiecTBisaTh
MOKWCK W HCIOJB30Ba-

HUE uHpopMaluuy,
HEo0X0uMoMH TUIs
3¢ (PEeKTUBHOTO  BBI-

NOJHEeHus1 Tnpodeccu-
OHAJIbHBIX 3azady,
npogeccuoHaIbHOTO
U JINYHOCTHOTO pa3-
BUTHSL.

— YMEHHE HAaWTH W TNPABWIBHO MHC-
MOJIb30BaTh TEXHUUYECKYI0 WH(pOpMa-
U0 IS BBIMOJHEHUs Tpodeccruo-
HaJIBHBIX 32744,

- YMCHI/Ie qUuTaTh TCXHI/I‘-ICCKYIO 158 HpO-
€KTHYIO JTOKYMEHTAllUIO TI0 OpTaHHu3a-
IIMA CETMEHTOB CETH CO3JaBaThb H
KOH(UTYpPHPOBaTh YYETHBIE 3aMUCU
OTAEIIBFHBIX ITOJIb30BATEIECH M ITOIB30-
BaTEIbCKUX TPYIIIL;

IIPAaKTUYECKHE paboTHI;
BHEAyJIUTOpHAs CaMOCTOS-
TenpHas paboTa HaJ OTdYe-
TaMU 0 MPAKTUYECKUM pa-
0oTam, BKJIFOYAs WHIAWNBHUIY-
aJIbHBIE 33/1aHUS
HaGnronenue u oneHka aes-
TETHHOCTH CTY/ICHTA MPH
BBITIOJTHEHUH PadoT 110
IIPOU3BOJICTBEHHOM MpPaK-
tuke. CocTaBiieHUE THEB-
HUKa, OTYEeTa IO MPaKTUKE.
JHuddepenunpoBaHHbIi
3a4eT M0 IPOU3BOJI-
CTBEHHOU IMPaKTHKE.
KomrmnekcHpiii  kBanuduka-
I[IAOHHEIA DK3aM€H IO MO-
nymo [IM.02

OK 5. Ucnons3oBarhb
MH(OpPMaLMOHHO-
KOMMYHHKAIIHOHHBIE
TEXHOJIOTHH B TPO-
dbeccroHanbHON nes-
TETHHOCTH.

- YMEHHE HCIOJIb30BaTh MH(OpMAaIu-
OHHO KOMMYHHKAIIMOHHBIE TEXHOJIO-
MM B IPOQECCUOHATIBLHOMN JIeATeNbHO-
CTH I IIOMCKa HEOOXOIMMOW WH-
dopmanuu u Apyrux NpodeccuoHatb-
HBIX 3a/1aY;

MPAKTUIECKHE paboTHI;
BHEAyJIUTOpHAs CaMOCTOSI-
TenbHas paboTa Haj OT4e-
TaMH 10 MPAKTUICCKHM pa-
0oTam, BKJIIOYas WHAUBUIY-
aJbHBIE 3a1aHuUs
HaOmronenune u onieHka aes-
TETBLHOCTH CTYACHTA IIPH
BBHITIOJIHEHUH PaboT 1o




IIPOU3BOJICTBEHHOM IPaK-
THKe. CocTaBJIEHUE THEB-
HUKa, OTYETA I10 IPAKTHUKE.
JuddepenunpoBaHHbIi
3a4eT 10 IPOU3BOJI-
CTBEHHOH IIpPaKTHUKE.
KomrunekcHpiii  kBasinduka-
LUOHHBIA HK3aME€H I0 MO-
nymto [IM.02

OK 6. Pa6orats B
KOJUIEKTUBE U B KO-
MaHze, 3(PGHEKTUBHO
ol1arbes ¢ KoJjuiera-
MH, PYKOBOJCTBOM,
MOTPEOUTEIISIMHU.

- BJIa/ICHHE METOAAMHM JIOTMYECKOro aHa-
JM3a Pa3iIMyHOIO Pola CY)KICHWH, HAaBbI-
KaM# ITyOJIMYHOW W HAyYHOW pedu, apry-
MEHTalluM, BEACHUS NUCKYCCHHA U ToJie-
MUKU;

MIPAKTUYECKHE paboThI;
BHEAYJIUTOpPHAs CaMOCTOs-
TenbHas paboTa HaJ OT4e-
TaMH O MPaKTUYECKUM pa-
6oTam, BKJIIOYas WHAUBHUIY-
AJIbHBIC 3a/TaHUS
Habntoienue u oneHka aes-
TEJIBbHOCTH CTYACHTA IIPU
BBITIOJIHEHUU PaboT 1Mo
IIPOU3BOJICTBEHHOM IPaK-
tuke. CocraBiieHUE THEB-
HUKa, OTYETA 10 PAKTUKE.
HuddepenunpoBaHHbIi
3a4yeT 1o IPOU3BOJI-
CTBEHHOM IIPaKTHUKE.
KommiekcHpiit  kBanmuduka-
IUOHHBIA HK3aME€H IO MO-
nynio [TM.02

OK 7. bpatp Ha cebs
OTBETCTBEHHOCTh  3a
paboTy YJIEHOB KO-
MaHIbl  (TIOTYUHEH-
HBIX), 3a pe3ylIbTaT
BBIIIOJIHEHHUST  3aja-
HUM.

- yMEHHE BBINOIHATE Mpodeccro-
HaJIbHBIE 3aJlauyd B COOTBETCTBHM C
HOpMaMu Mopajiiy, mpodeccuoHanb-
HOM 3TUKU U CITy’)KEOHOTO ITUKETA,

IIPAaKTUYECKHE paboTHI;
BHEAyJUTOpHAs CaMOCTOs-
TenbHas paboTa HaJ OT4e-
TaMH TI0 MPAKTHYECKUM pa-
06oTam, BKJIIOYas WHAUBUIY-
aNbHBIC 33aHUS
Habntonienue u oneHka aes-
TETHHOCTH CTY/ICHTA MPH
BBITIOJTHEHUH PadoT 10
IPOU3BOJICTBEHHOM MpPaK-
tuke. CocTaBieHHE THEB-
HUKa, OTYETa IO TMPaKTUKE.
JuddepenunpoBaHHbIi
3a4eT M0 IPOU3BOJI-
CTBEHHOM IpaKTHKe.
KomrmnekcHpiii kBanuduka-
I[IAOHHEIA DK3aM€H IO MO-
nymo [IM.02

OK 8. Cawmocros-
TEJIBHO  ONpPENeNTh
3amaun  mpodeccuo-
HAJIBHOTO M JIMYHOCT-
HOTO pa3BUTHS, 3a-
HUMAaTbCs camooOpa-

30BaHUECM, OCO3HAHHO

- 3HAHHNEC OCHOBHBIX HaHpaBHeHI/Iﬁ aia-
MHUHUCTPUPOBAHUSI ~ KOMIBIOTEPHBIX
CeTel;

- YMEHUE IJIAaHUPOBATh U KAUECTBEHHO
BBITMIOJTHATH 3aAaHUS I CAaMOCTOS-
TEJIbHOU pabOThI TP U3YUECHUH TEO-
PETUYECKOTO MaTepraia U MPOXOxkKIe-

MIPaKTUYECKHE paboThI;
BHEAy/IUTOpHAsT CaMOCTOS-
TenbHas paboTa HaJ OTdYe-
TaMU 10 MPAKTUYECKUM pa-
06oTam, BKJIIOYas WHAUBHUIY-
aJIbHBIC 3a/IaHUS

Habmoienue u orieHka aes-




IUTAHUPOBATh  TIOBBI-
HIeHHe  KBanuQuka-
U,

HHUHU PA3JIMYHBIX 3TAIIOB ITPAKTUKU;

TEJIbHOCTH CTYJEHTA MpU
BBITIOJTHEHUH padoT 110
MIPOU3BOACTBEHHOM IpaK-
tuke. CocTaBlieHHE THEB-
HUKa, OTYETA 10 IPAKTHUKE.
HuddepenunpoBaHHbIi
3a4eT Mo MPOU3BOI-
CTBEHHOM IIPaKTHUKE.
KomrmiekcHbiii  kBanmuduka-
UOHHBIA DSK3aMEH IO MO-
nymio 1IM.02

OK 9. Opuentupo-
BaTbCsl B  YCJIOBUSX
4acTOM CMEHBI TEX-
HoJIoTMH B TIpodec-
CHUOHAaJIbHOU nes-
TEJILHOCTH.

- 3HaHue 00JacTH MPUMEHEHUS MOJIy-
JaeMbIX TPOPECCHOHATBHBIX 3HAHUHN
IIPU UCTIOJIHEHUU 00S3aHHOCTEH;

- YMEHHE YUTATh COBPEMEHHYIO TEX-
HHUYECKYI0 U IPOEKTHYI JOKYMEHTa-
M0 [0 OpraHu3alli CErMEHTOB Ce-
TH;

MPAKTUYECKHE paboTHI;
BHEAYJIUTOpPHAs CaMOCTOS-
TenbHas paboTa Haj OT4Ye-
TaMH IO MPAKTUYECKHUM pa-
6oTam, BKJIIOYas WHAUBHUIY-
aJIbHBIC 3a/TaHUS
Habntoienue u oneHka aes-
TEJIBLHOCTH CTYACHTA IIPU
BBHITIOJIHEHUU PaboT Mo
IIPOU3BOJICTBEHHOM IPaK-
tuke. CocraBiieHUE THEB-
HUKa, OTYETA 10 IPAKTHUKE.
HuddepenunpoBaHHbIi
3a4yeT Mo MPOU3BOJI-
CTBEHHOM IIPaKTHKE.
KommiekcHpiii  kBanmuduka-
LIUOHHBIA HK3aME€H IO MO-
nyito [TM.02

InK 2.1. AgMuHH-
CTPUPOBATH  JIOKAJIb-
HblE  BBIYMCIHTENL-
HblE CETU M MPHUHU-
MaTh MEpHI MO YCTpa-
HEHHIO  BO3MOKHBIX
cOoes.

- 3HaHUE THUIIOB CEPBEPOB, CIIOCOOBI
YCTQHOBKHM M YIPABJICHUS CEPBEPOM,
YTUJIUTHI, GyHKIMY,  yIaJeHHOe
yIIpaBJIEHUE CEPBEPOM;

IIPAaKTUYECKHE paboTHI;
BHEAyJIUTOpHAs CaMOCTOS-
TenpHas paboTa HaJ OTdYe-
TaMU 0 MPAKTUYECKUM pa-
0oTam, BKJIFOYAs WHIAWNBHUIY-
aJIbHBIE 33/1aHUS
HaGnronenue u oneHka aes-
TETHHOCTH CTY/ICHTA MPH
BBITIOJTHEHUH paboT 10
IPOU3BOJICTBEHHOM MpPaK-
tuke. CocTaBiieHUE THEB-
HUKa, OTYETA IO TMPaKTUKE.
JuddepenunpoBaHHbIi
3a4eT M0 IPOU3BOJI-
CTBEHHOU TMPaKTHKE.
KomrmnekcHpili  kBanuduka-
[IAOHHEIA DK3aM€H IO MO-
nymo [IM.02

K 2.2. ApjgMuHH-
CTPUPOBATh CETEBHIC
pecypchl B uH(pOpMa-
[[MOHHBIX CUCTEMaX.

- 3HAHUEC OCHOBHBIX HaHpaBHeHI/II)’I ana-
MHUHHUCTPHUPOBAHUS  KOMIIBIOTEPHBIX
CeTeH;

MIPaKTUYECKHE paboThI;
BHEAyJAUTOpPHAs CaMOCTOS-
TenbHass paboTa HaJ OTdYe-
TaMH TI0 MPAKTHYECKUM pa-




06oTam, BKJIIOYas UHAUBUIY-
QJIbHBIC 3a/IaHUS
HaGnronenue u oneHka aes-
TEJIBbHOCTH CTYACHTA IIPU
BBIIIOJIHEHUU paboT Mo
IIPOU3BOJICTBEHHOM IIPaK-
tuke. CocraBiieHUE THEB-
HUKa, OTYETA IO MPAKTUKE.
HuddepenunpoBaHHbIi
3a4eT 1o MPOU3BO/I-
CTBEHHOM IIPaKTHUKE.
KomrmuiekcHbiii  kBasnduka-
LIUOHHBIM HPK3aMEH MO MO-
nynio [TM.02

IIK 2.3. OGecneuu-
BaTh CcOOp JaHHBIX
JUI aHaJIM3a UCIOJb-
30BaHUs U (QYHKIHO-
HUPOBAaHUS IpOrpam-
MHO-TEXHHUYECKUX
CPEICTB KOMIIBIOTEP-
HBIX CETEH.

- 3HaHUE TOpSAKa B3aUMOJACHCTBHUSA
pPa3IMYHBIX OIEPALMOHHBIX CHUCTEM;
QITOPUTM aBTOMATH3alMKM 33134 00-
CIIy’KUBAHMS;

— BJIQJICHUE HABBIKOM OpPraHM30BaTh U
IIPOBOJIUTH MOHUTOPUHT U MOAJECPKKY
CEPBEPOB;

MPaKTUYECKUE paboTHI;
BHEAYJIUTOpPHAs CaMOCTOS-
TeabHas paboTa HaJ OTdYe-
TaMH IO MPAKTUYECKHUM pa-
6oTam, BKJIIOYas WHAUBHUIY-
aJbHBIC 3aJaHUS
HaGnionenue u o1jeHKa Jies-
TEJIBHOCTH CTYJEHTA MpU
BBITIOJTHEHUH padoT 110
MPOM3BOJICTBEHHOM IMpaK-
TuKe. CocTaBJICHHE JHEB-
HUKa, OTYETA 0 TIPAKTHUKE.
JuddepenunpoBaHHbIi
3a4eT Mo MPOU3BOI-
CTBEHHOM IIPaKTHUKE.
KommnekcHpiii kBanuduka-
IAOHHEIM DSK3aMe€H IO MO-

aymo [IM.02

IIK 2.4. B3zauMopneii- | - yMEHHE pacCUUTHIBATH CTOUMOCTH | IPAKTHUECKHE paboTHI;
CTBOBaTh CO CIEeIMa- | JULEH3MOHHOTO MPOrpaMMHOro o0ec- | BHEAyIUTOpPHAs CaMOCTOS-
JUCTAMHU  CMEXHOTIO | IEYEHUs CETEBON HHPPACTPYKTYPHI; TenbHas paboTa HaJ OT4e-
npodwis MpH paspa- | — BIAJAEHUE HABBIKOM OCYLIECTBIATH | TAMHU IO NMPAKTHUYECKUM pa-
0oTKe METOJIOB, | cOOp NaHHBIX JUIsl aHAJIM3a MCIOIb30- | 00TaM, BKIIIOYash UHAWBUIY-
CPEACTB M TEXHOJIO- | BaHUS M (YHKIMOHMPOBAHUS TMPO- | aJbHbBIE 3a1aHUSL

ruit MPUMEHEHHS | TPAMMHO-TEXHHUYECKHX CpeACcTB KoMm- | Habmonenue u oneHka jes-

00BEeKTOB TpodeccH-
OHAJILHOMN JesITenbHO-
CTH.

NBOTCPHBIX ceTeﬁ;

TEJIBHOCTH CTYAECHTA IIPH
BBITIOJTHEHUH paboT 10
MIPOU3BOJICTBEHHOM IPaK-
tuke. CocTaBiieHUE THEB-
HUKa, OTUETA 110 IPAKTHUKE.
JuddepenunpoBaHHbIi
3a4yeT Mo MPOU3BOJI-
CTBEHHOU ITPaKTHKE.
KommiekcHpiii  kBanmuduka-
LIUOHHBIM 2K3aMEH 1O MO-
nymio [IM.02







