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1. IIEJTM OCBOEHUSI I CLIUIIJIMHBI (MOLY.J15T)

1.1|Ienbto u3ydenus aucuuiuiunsl "bezonacHocTh HHGOPMALIMOHHBIX TEXHOIOTUH U cucTeM" sIBIsieTcs JOPMUPOBaHUE Y
00ydJaeMbIX 3HAHUH, yMCHUH W HaBBIKOB (YPOBHS CPOPMUPOBAHHOCTH COOTBETCTBYIOIINX KOMIIETCHIINH) B pe3ylbTaTe
MOCJIEI0BATENILHOTO U3YYEHHS COJIEPIKATEIBHO CBA3aHHBIX MEXKIY CO00i1 pa3/ienoB (TeM) yueOHbIX 3aHATHH, a TaKXKe
MOATOTOBUTH CTYICHTOB K OPraHW3alllH U 3KCIITyaTaIllX CPECTB 3aMIUTHl KOMITBIOTEPHOH HH(YOpMAaLUH.

2. MECTO JUCHHATIJIMHBI (MOAYJISI) B CTPYKTYPE OBPA30OBATEJBHOM MPOT'PAMMBI

Hukn (pazgen) OIL: |BI.O.2O

3. KOMIIETEHLIY OBYYAIOILIETOCSl, POPMUPYEMBIE B PE3YJIbTATE OCBOEHUSI JMCLUAILIMHBI
(MOJYJIST)

OIIK-3 Cnoco0eH pemaTs CTaHJapTHbIE 3aJaul IPO(HECCUOHAIBHON AESITEIbHOCTU HA OCHOBE HH(GOPMALIMOHHOI 1
6ubnuorpaduieckoil KyIbTyphl C IPIMEHEHNEM HH()OPMAHOHHO-KOMMYHHKAIHOHHBIX TEXHOJIOTHH M C yI€TOM OCHOBHBIX
TpeGoBaHMi HHPOPMAIIMOHHOI Ge30MacHOCTH

OIIK-3.1 Pemaer cranaapTHbIe 331241 TPOPECCHOHAIBLHOMN IEATEILHOCTH Ha OCHOBE MH(POPMAIIMOHHOHN KYJIBTYpBI C IPUMEHEHUEM
“H(POPMALMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUI U C Y4€TOM OCHOBHBIX TpeOOBaHUH HHPOPMAIIMOHHOM 6e30I1acCHOCTH

OIIK-3.2 IIpuMeHseT METO/bI 3alUThI UHPOPMALUK IPYU BHINOIHEHHUU 3aa4 IPO(ecCHOHaIbHOMN AeATEIbHOCTH

OIIK-4 Cnoco0eH y4acTBOBaTh B pa3pabOoTKe CTaHIAPTOB, HOPM U IPABUJI, & TAKXKE TEXHUUECKOH JOKYMEHTalluy, CBSI3aHHOI ¢
mpohecCHOHATBHOH AeSTELHOCTHIO

OIIK-4.1 IIpumenseT craHAapTs 0QOPMIICHHS TEXHIYECKOH JOKYMEHTAI[MN Ha PA3IMIHBIX CTAIUAX )KU3HEHHOTO IIMKIIA
UH()OPMAIIMOHHON CUCTEMBI

OITK-4.2 OopmiieeT TEXHUYECKYIO JOKYMEHTAIIMIO TIPU BBIMOJIHEHUH 3324 TPO(EeCCHOHATIBHOM NEeSITENBHOCTH COTIACHO
CTaHZapTaM

B pe3ysabTaTe 0cBOEHMS IMCHUILTUHBI (MOAYJIs) 00y4Yaromiicst 10JKeH

3.1|3naTnb:

3.1.1|npUHLUIBI U METO/BI OPraHU3aIMK YTPO3, KOMIIBIOTEPHBIX aTaK U HECAHKLIMOHUPOBAHHOTO BTOPKEHHUS;

3.1.2|cnioco0bl U cpencTBa 3aUTH HHGOPMALUK OT YTEUKH 0 TEXHUYECKUM KaHajaMm;

3.13

3.2({¥Ymerh:

3.2.1|1porHO3upOBaTh Yrpo3bl, 0OHAPY>KUBATH aTAKH M BTOPXKEHHS, IH(POBaTh TaHHBIE

3.2.2|oueHnBaTh KOPPYNIUOHHBIE PUCKH B YACTH 3aIIUTHI HH(YOPMAIMK Ha 00BbeKTaX HHPOPMATH3ANN

3.3|Baagern:

3.3.1|oprann3anuOHHBIMU, HOPMATHBHO-IIPABOBBIMH, IPOTPAMMHBIMH U TEXHHYECKUMHU CPEICTBAMH 3ALIUTHl KOMITBIOTEPHON
HHPOPMAIUH

3.3.2|MeToamMu ¥ CPEeCTBAMHU TEXHUYECKOM 3allIUThl MHPOPMAIK Ha 00BEKTax HH(POPMATU3AIIH

3.3.3|MeToaamu BIABIECHHS NPOOJIEM B OpraHU3aMK TEXHUUECKOM 3aIUThl HHQOPMAIUU

4. CTPYKTYPA U COJAEPKAHUE JUCIHUIIJIMHBI (MOAYJIs)

Kon HaumeHnoBaHue pa3aeioB U TeM /BU 3aHATHS/ Cemectp / | HacoB | Ilpumeuanue
3aHATHS Kvne

Pa3gen 1. OcHOBHbBIE MOHATHSA U M0JI0KEHHUS 3aIUUTHI HHGOpManuu B
KOMIIbIOTEPHBIX CHCTEMAaX

1.1 Beenenue. JlokTpuHa nHGOpMaLUOHHOM O6e3onacHocTH Poccuu. OcHOBHBIE 7 1
TIOHATHS U OTIpe/ieNicHUs MHPOPMAIIMOHHO# Oe3omacHocTH. /JIex/

1.2 TToHsTHS SKOHOMMYECKON 1 HHPOpMAIMOHHOH Ge3omacHocTh. KittoueBbie 7 1
Borpocs! UB. DxoHOMUYecKas 1 MHPOPMAIMOHHAsE 0€3011aCHOCTb.
Cocrasnsronie HHPOpMaIHOHHO# 6e3omacHocTu. /Jlex/

1.3 IIpenmer 1 0OBEKT 3alUThI. YTPO3bl 0€30MaCHOCTH HH(GOPMALIUH B 7 1
KOMIIBIOTEPHBIX cucTeMax. /JIex/

1.4 Bunpl yrpo3 nHpopMamoHHON 0€30MacHOCTH U KiIacCH(PUKAIUS HCTOYHUKOB 7 1
yrpo3. OcHOBHBIE BUABI 3aliIaeMoi nHpopmanuu. /Jlex/

1.5 Kparkuii 0630p 3apy0eHOro 3aKOHOAATENbCTBA B 001acTH UH(HOPMALIMOHHON 7 2 IIpakTuueckas
6e3onacHoctu. Poccuiickoe 3aKOHOIATEIBLCTBO B 001aCTH HH(POPMALIMOHHON MOJIrOTOBKA

6e3onacHocTy. 3akoH «O6 undopmanuy, UHGHOPMALUOHHBIX TEXHOIOTHAX U
3amure nHGopmanuny. J[pyrue 3aKoHbl 1 HOpMaTHBHBIC aKkThl. /J1ab/

1.6 OCHOBBI 3aKOHOJIATENBLCTBA B 001acTH 00ecneueHust HUHPOPMALUOHHON 7 2 IIpakTuueckas
6esomacuocTn /J1ab/ MO/ATOTOBKA

Paspnen 2. Hanpasienust o0ecrneyeHus HH(POPMALMOHHOI 0e30NIACHOCTH.




2.1

[IpaBoBast 3amuTa. OprannzannonHas 3amura. HxeHepHO-TeXHUYeCcKast
3amumra. /Jlex/

22 ITporpammusble cpencTBa 3amuThl. Kpunrtorpaduueckue cpeacTsa 3amursl. /J1ad/ IIpakTnueckas
MOATOTOBKA

2.3 XakepcKre YTWIHNTHI B IPOYHe BpeAOHOCHbIe porpaMMel. Kiaccuueckue [IpakTiueckas
KOMIIbIOTEpHBIE BUpYChl. CKpUnT-BUpYCHL. TposiHCKUE mporpaMMel. CeTeBbie HOATOTOBKA
yepru. /J1a6/

24 OoecrieueHre aHTHBUPYCHOH 3aIlIUTHI OIIEPAIIMOHHBIX CHCTEM Ha OCHOBE IMpakTryeckas
npoaykToB komnanuu «Jlaboparopus Kacnepckoroy. /J1a6/ HOATOTOBKA

2.5 Ot "ero HaO 3alIMIIATECS B EpBYI0 odepenn? Kak Hano 3ammumarscs? [pakTrueckas
AmnTHBHpycHas 3ammrta. CoBpeMeHHbIE CpeacTBa ONOMETPUYECKOM HOATOTOBKA
upentudukanuu. /J1ad/

2.6 Unentudukanus u ayreatudukanns. [TaponsHas 3ammra. /J1ad/ IMpakTHyeckas

IIOJTOTOBKA

2.7 Knaccuueckue meros! mudposanus. /J1ad/ [MpakTuueckas

IOITOTOBKA
2.8 W3zyyenue xpunrorpaduyeckoro crangapra DES /J1a6/ IIpakTnyeckas
IIOITOTOBKA
2.9 U3zyuenue kpunrorpadpuueckoro cranaapra FOCT 28147-89 /J1a6/ [IpakTuueckas
[IOTOTOBKA
Paznen 3. [TocTtpoenust cucreMbl HHPOPMALIMOHHOH Ge30MacCHOCTH
3.1 OCHOBHBIE aCIIEKTHI IIOCTPOSHHSI CUCTEMBbI HH(OPMAIIMOHHOM 6€3011acCHOCTH.
[Iporpamma napopmannonHoii 6e3onacHoctd. Mozaenu Ub, TpeboBanus u
OCHOBHBIE 3TAaIlbl peann3auui HH(POPMALMOHHON 0€30IIaCHOCTH.
/JTex/

3.2 Mepornpusrus no 3amure nHGopmanuu. [lonutrka nHPOPMaTUOHHOK [IpakTnueckas
0€e30MmacHOCTH. MOATOTOBKA
/J1a6/

33 AHanu3 ¥ ynpaBJieHHE PUCKaMH IPH peann3aiui nHPOPMALUOHHON [IpaxTnueckas
6e3omacHoctd. CooTHOIIEeHHE Y)GEKTUBHOCTH U PEHTa0STBHOCTH CHCTEM MOATOTOBKA
UH(OPMALOHHON 06€30MacHOCTH.

/J1ab/
Paznen 4. 3amura uadpopmanuu B HHPOPMALMOHHBIX CHCTEMAX U
KOMIBIOTEPHBIX CETAX

4.1 OmnpeerneHne 3anUieHHONH nHPOPMAIMOHHOHN cucTeMbl. TpeboBanus K
apxutektype UC s obecrieuenus 6€30MacHOCTH ee PyHKIMOHUPOBaHHUS. /JIek/

4.2 MetooorHsl aHaJIM3a 3alUIIEHHOCTH HHpOpMaIIMOHHO# cucteMbl. KoHtenius [pakTrueckas
3alIMIICHHBIX BUPTYAJIbHBIX YacTHBIX cereil. /J[ab/ MOJIrOTOBKA
Pazgen 5. 3ammTa vHGopManuy OT yTeYKH N0 TEXHUYECKHUM KaHAJIaM

5.1 CriocoObI 3aiuThl HHPOpMaIUK. XapaKTepUCTHKA 3alUTHBIX aeiicTBUi. /J1ab/ [IpakTnueckas

[IOJITOTOBKA

5.2 3amura nHGOpPMAIMK OT YTEUKH 110 BU3YAJIbHO-ONTHYECKUM KaHajlaM. 3aliuTa [IpaxTnueckas
HH(OPMALMH OT YTEUKH 110 aKyCTHYSCKUM KaHaiaM. 3alnuTa HHYOPMAIIHU OT MOATOTOBKA
YTEUKH I10 JIEKTPOMArHUTHBIM. 3aluTa HHPOpMAIMU OT YTEUKH 110
MaTepuaabHO-BEIIECTBEHHBIM KaHataM. /J1ab/

Pa3gen 6. IIporuBojeiicTBHe HECAHKIHOHHPOBAHHOMY JIOCTYIY K
HCTOYHHKAM KOH(PUAeHINAIbHOI nHpopManun

6.1 CriocoObl HECAaHKIIMOHUPOBAHHOT'O JJOCTyNa. TexHUuYecKue cpeacTBa
HECAaHKIIMOHUPOBAHHOTO JOCTYMA K HHpOpManuy. 3aIuTa OT HaOIIOACHNS 1
dotorpadupoBanus. 3amura oT nojcaymusanus. /Jlex/

6.2 3amuTa oT KonupoBaHusl. IIpuBs3Ka K annapaTHoMy 00ecIeueHHUIO.

Hcnonb3oBanue peectpa. /Jlex/
6.3 3amura ot KonupoBanus. /J1a6/ [TpakTrueckas
[OJITOTOBKA
6.4 [Nepenaua 3ammdpoBaHHBIX COOOIICHHUH MO AIEKTPOHHOM nouTte /Jab/ [MpakTnyeckas
IOITOTOBKA
Pazgen 7. 3ammrTa nHGopManuu B 31eKTPOHHBIX IVIATEKHBIX CHCTEMaX
7.1 [MpuHIUIE! GYHKIHOHUPOBAHKS dJIEKTPOHHBIX TUIATEKHBIX CHCTEM.
DNeKTPOHHbIE INIACTUKOBBIE KapThl. /JIek/

7.2 IMepconanbHblil nAEHTUGUKAMOHHBINA HOMEp. Y HUBEpCaIbHAS 3IEKTPOHHAS IIpakTuueckas

iatexHas cuctemMa UEPS. Obecrieuenne 6€301MacHOCTH 3I€KTPOHHBIX TUIATEXKEH MOATOTOBKA

yepe3 ceTh Internet. /J1ab/




Pa3znen 8. CamocTosiTesibHas padora

8.1 [Moaxombel 1 METOOIOTHS OLIEHKH PHCKOB MH()OPMAIIMOHHOM 0€3011aCHOCTH 7 9
Cp

8.2 Ob6ecneueHne 0€30IaCHOCTH AJIEKTPOHHBIX TUIaTeXel uepes ceTh Internet. /Cp/ 7 4

83 Oco6ennoctu DoS u DDoS, xapakrepucruka arak. /Cp/ 7 4

8.4 Amnanu3 ys3BuMocTeil B cereBoil uHdpacTpykrype npeanpusitus /Cp/ 7 4

8.5 Pa3paboTka MONMUTHKY 3al|Thl HHPOpMaIuK B opranu3zanuu /Cp/ 7 4

8.6 HccnenoBanue MeTo10B OOHAPYIKEHHUS M MTpeoTBpalieHus kubeparak /Cp/ 7 4

8.7 OueHka 3G PeKTHBHOCTH MEXaHU3MOB MM POBaHUs AaHHBIX /Cp/ 7 4

8.8 Aynut 6e30macHOCTH HH(POPMAIIMOHHBIX CHCTEM U pa3paboTKa peKOMEHIAIIHi 7 6
o ynyumenuto /Cp/

8.9 CpaBHUTENILHBIN aHAIN3 METO/IOB ayTCHTU(PHUKALIMN U UX TIPUMEHEHHE B 7 6
COBPEMEHHBIX cucTeMax 6e3omacHoctu /Cp/

8.10 AHanu3 yrpo3 4 ysi3BUMOCTel B 00JIaUHBIX BHIYUCICHUSX U pa3paboTka Mep 1o 7 6
3amure naHHbIX /Cp/

8.11 TectupoBaHue CUCTEMbl MOHUTOPHHIA O€30MacHOCTH ceTeBoro Tpaduka /Cp/ 7 6

8.12 IMoaroToBka k nexiusm /Cp/ 7 8

8.13 IMoaroroBka k 1abopaTopHbIM 3aHATHSIM /Cp/ 7 24

8.14 Beimonuenne KP /Cp/ 7 35 [MpakTuyeckas

IIOI'OTOBKA

Pa3nen 9. KoHTaKTHBIE Yachbl HA aTTECTALIMIO

9.1 Dx3amen /KD/ 7 2,3

9.2 KypcoBas pabora /KA/ 7 1

5. OHEHOYHBIE MATEPHUAJIbI

OueHouHblE MaTepUabl Ul IPOBEICHUS IPOMEXYTOYHON aTTecTallul 00y4aloIUXCsl IPUBEJECHBL B IIPUIIOKEHUH K paboueit
IIporpaMMe JUCUHILIMHBL.

@DopMbl ¥ BUJIbI TEKYILET0 KOHTPOJIS 0 JUCHUIIIMHE (MOYJII0 ), BUABI 3aJaHUil, KpUTEPUH UX OLIEHUBAHUS, pacupeiesieHue 6aioB Io
BHJIaM TEKYILETO KOHTPOIIS pa3padaThIBAOTCS MPENoiaBaTeIeM AUCIUIUINHEI C YIeTOM ee CIEeU(MHUKU U JOBOAATCS O CBEACHHS
00y4aloIuxcs Ha NEPBOM yueOHOM 3aHITUH.

Tekymuii KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBIIAETCS PENoAaBaTeIeM IUCIUIUINHEI (MOTYIIST) B paMKaX KOHTAKTHON paboThI U
CaMOCTOSTENbHOM paboThl 00yyaromuxcs. st GUKCUpOBaHUs Pe3yIbTaTOB TEKYIIEr0 KOHTPOJIS MOXKET ucnoinab3oBarbest DMOC.

6. YYHEBHO-METOANYECKOE U THO®OPMAIIMOHHOE OBECIIEYHEHUWE JTUCHUIIJIMHBI (MOAYJIST)

6.1. PexoMeHyemas JiuTepaTrypa

6.1.1. OcHoBHas JUTepaTypa

ABTODBI, COCTABHTEIH 3arnaBue U3znatenbe On. aapec
TBOQ. TOIl
JI1.1 |Iernos A. 1O., 3amura nHGOpPMAIIMU: OCHOBBI TEOPHUHU: YeOHHUK s By30B  |MockBsa: https://urait.ru/bcode/4
ersnoB K. A. IOpaiir, 69866
2021

6.1.2. JlonoHuTEALHAS JUTEpPaTypa

ABTOpBI, COCTaBUTEIHN 3arnaBue Wznarensc On. agpec
TBO. IO




ABTOpBI, COCTaBUTEIHN 3arnaBue Uznarensc On. agpec
TBO. TOJI

J2.1

Buykos A. A. 3amuTa nHbOpManuu: yueObHoe mocodue Ui By30B Mocksa: https://urait.ru/bcode/4
IOpaiir, 70131
2021

621

HpOpMaNMOHHbIE TEXHOJIOTHH, HCI0JIb3yeMble ITPH OCYIIECTBJIEHHH 00Pa30BaTEILHOI0 MPOLEcca M0 JUCIHUILIHHE
(MonyJr0)

6.2.1 Tlepevens JTULIEH3HOHHOTO H CBOOOIHO PAaCIIPOCTPAHSEMOI0 IPOrPaAMMHOI0 o0ecnedeHns

6.2.1.1

OnepanuonHas cuctema Microsoft® Windows Professional 8 Russian Upgrade OLP NL Academic Edition /lorosop Ha
noctaBky Ne 0342100004813000011 ot roza.

6.2.1.2

Microsoft Office 2013 Professional {orosop Ne 0342100004814000045

6.2.2 Ilepeyenb npogeccHOHATBHBIX 023 JAHHBIX U UH(OPMANMOHHBIX CHIPABOYHBIX CHCTEM

6.2.2.1

Kpymnueiimmii BeO-cepBuC it XocTuHTa [ T-MPOEKTOB U MX COBMECTHO# pa3paboTku- https://github.com/

6222

baza xuur u nyonukaiuiit DnekrponHoi Onbnauorekn "Hayka n Texuuka" - http://www.n-t.ru

6.2.2.3

IMopran i pa3paboOTYNKOB SIEKTPOHHON TeXHUKH: http://www.espec.ws/

6224

baza nannbix «bubnuoreka nporpammuctay https://proglib.io/

6.2.2.5

baza nanubix «OTpacieBoii mopTaj CrenuanucToBy http://www.connect-wit.ru/

6.2.2.6

Tapant.py https://www.garant.ru/

6.2.2.7

Koncynprantllntoc  http://www.consultant.ru/

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHE JTUCIUIIJIMHBI (MOAY JIST)

7.1

YueOHble ayJUTOPUU VIS IPOBEICHUS 3aHATUH JEKIIMOHHOTO THUIIA, YKOMIUICKTOBAHHbIE CIIEIHANTN3UPOBAHHON MeOEIbI0 U
TEXHUYCCKUMH CPEICTBAMH O0YUYCHHS: MYyJIbTHMEIUAHOE 000pyI0OBaHKE VIS IPEJOCTaBIeH s yaeOHON HH(pOpManm
OOJBLION ayANTOPHUU M/UITH 3BYKOYCHIIMBatoIee 000pyJ0BaHHE (CTAllIOHAPHOE HIIH MTEPEHOCHOE).

7.2

V4eOHble ayIUTOPHH IS TPOBEACHNUSI 3aHITHH CEMMHAPCKOrO THIIA, TPYHIIOBBIX U HHANBUYaJIbHBIX KOHCYJIbTALMIA,
TCKYLICTO KOHTPOJIA U HpOMe)KyTO‘{HOﬁ aTTeCTallui, YKOMIUICKTOBAHHBIC CHeL[I/IaJ]I/I?)I/IpOBaHHOf/’I MeOENBIO0 U TEXHUYECKUMU
CpeAcTBaMH O0YYeHUS: MyJIbTUMEANIHOE 000pYA0BaHHE H/HIIH 3BYKOYCHITMBAIOIee 000py10BaHKE (CTALHOHAPHOE HIIN
[IEPEHOCHOE)

7.3

IMomemnieHus Ast caMOCTOSTENbHON paboTHI, OCHALIEHHBIE KOMIBIOTEPHOM TEXHUKOW C BO3MOYKHOCTBIO MOKITIOUEHHS K
cetu "MHTepHeT" U oOecneueHreM JOCTyNa B JIEKTPOHHYIO HH(POPMALIOHHO-00pa30BaTeIbHYIO CPEly YHUBEPCUTETA.

7.4

[omerieHust i XpaHEHUs U IPO(PUIAKTUIECKOTO 00CITy)KUBaHUS yueOHOTO 000PYA0BaHHS




