[loKyMeHT NoAnucaH NpocToit 3NeKTPOHHOM NOAMUCHI0
NHbopmaumsa o Bnagenbue:

®WNO: Mananuyesa Hatanbs HukonaesHa

[lomkHOCTb: AnpekTop Guamnana

[Jlata nognucanums: 17.06.2026 18:10:57 K pabo4eil IporpaMMe JIUCHHILIHHEL
YHUKanbHbI MPOrpaMMHbIN KIKOY:
94732¢3d953a82d495dcc3155d5¢573883fedd18

[Ipunoxenne

OIIEHOYHBIE MATEPHAJIBI JIUISI TPOMEKYTOYHOM ATTECTALIUA
MO JUCHUIIJIMHE (MOJYJIIO)

CucreMmHOe aIMUHUCTPUPOBAHHUE

(HaumeHosanue OUCYUNTUHBL(MOOYIIS)

HaHpaBHeHI/Ie IIOATOTOBKH / CIIeIaJIbHOCTDb

09.03.03 TIpuknaanas uaGopMaTHKa
(k00 u HaumeHosanue)

HanpasnenrocTs (mipohmis)/crieranu3anus
VYnpasnenue 1udpoBoil nHPpacTpyKTypoil opraHuzanuu

(HaumeHnosanue)



Conepxanne

ITosicHuTEIPHAS 3aITMCKA.

TI/IHOBI)IG KOHTpOJIBHBIG 3aaHUA NN UHBIC MaTepI/IaJ'IH IJI1 OICHKHU 3HaHI/If/'I, YMGHHfI, HAaBBIKOB U (I/IJ'II/I)
OTIBITA JEATEIHLHOCTH, XapaKTEPU3YIONINX YPOBEHb C(HOPMUPOBAHHOCTH KOMITCTCHITHH.

Mertoandeckue MaTepHalIbl, OMPEACIISIONINE MPOIEAYPY U KPUTEPUHU OLICHUBAHUS C(HOPMUPOBAHHOCTH
KOMIIETEHIIUI NpU MPOBEACHUU IPOMEKYTOUHOM aTTECTAIIH.



1. [TosicHuTEILHAA 3aNIHCKA
HGHL HpOMC)KYTO‘-IHOI\/'I aTrTecralluu — OLICHHUBAHUC HpOMC)KyTO‘-IHI:IX N OKOHYATCIIBHBIX pe3yJII>TaTOB
oOydeHusT 1O JUCHUIUIMHE, OOECIEeUNBAIOIINX JOCTI)KCHHE IUIAHUPYEMBIX pE3yJIbTaTOB OCBOCHUS
00pa30BaTebHOI POrpamMMBl.

@DopMBbI IPOMEKYTOUHOM aTTECTAllMK: 3a4€T, IK3aMEH, 6,7 CEMECTpBI.

IIepeyenb komneTeHU M, GOPMHUPYEMBbIX B IPOLIECCe OCBOCHHUS JUCHMILIMHBI

KO}.‘[ UHAWKATOpa JOCTUKCHUS

KOH U HAUMCHOBaAHHUEC KOMIICTCHIIMHU
KOMIICTCHIINH

ITK-3: Cnioco0GeH HacTpauBaTh, HKCILTyaTUPOBATh U CONPOBOXKAATH HHPOPMAIIMOHHBIE
CUCTEMBI U CEPBUCHL

ITK-3.2: [IpoBoaut ayaut
KoH(puUrypanum
WH(POPMAIIMOHHOW CUCTEMBI,
BEITIOJTHSICT PETrIIaMEHTHEIC
paboThI o conpoBoxaeHu0 NC

ITK-3.3: YcranaBnuBaer,
HACTpaMBaeT ¥ BBOJIWT B
IKCILTyaTaIHIO CEPBEPHbIC
HH(OPMAIMOHHBIE CUCTEMBI U
00JIa4HbIC CEPBUCHI

[TK-5: Crioco6eH BBITOTHATH CEPBUCHOE OOCTY)KUBaHHE HHPOPMAIIMOHHBIX CUCTEM [IK-5.1: BelsiBnsieT 1 ycTpaHser
OmMOKH KOHPHUTYpauu
HHPOPMALTMOHHO-

KOMMYHUKAIIMOHHBIX CUCTEM

[TK-5.2: TIpenoTBpamaeT notepu
Y MOBPEXACHUSI TAHHBIX B
cepBepHbIX MH)OPMALTMOHHBIX
CHUCTEMaX U CHCTEMax XpaHCHHS
JaHHBbIX

Pe3yabTaThl 00yuyeHus: 10 TUCHUILINHE,
COOTHEeCEHHbIE C MJIAHUPYEMbIMHU pe3yJIbTaTAMHU 0CBOEHHSI 00pa30BaTeIbHOI MPOrpaMMbl

Ko 1 HauMeHoBaHME MHIUKATOPA O1LeHoYHbIE

JOCTHKCHUSA KOMIICTCHIIMHN

Pe3ynbraThl 00y4eHUS IO AUCIUILIHHE

MaTepHabl

[IK-3.2: TIpoBoauT ayouT KOHQUTYpaIHH
MHOOPMAIIMOHHOW  CHUCTEMBI, BBIIOJIHSCT
periaaMeHTHbIe paboThI 10 COIPOBOKICHHUIO
UC

OOy4Jarommiics: 3HaeT:

OCHOBHBIE CUCTEMBI YIIPABICHUS CaliTaMH;
COCTaB CTaH/IAPTHBIX MHCTPYMEHTOB aJIMUHUCTPHUPOBAHUS
OC cemetictea Windows u OC Linux.

Bompocsr 1-15

OOyuaronuiicst ymeer: 3amganue 2
NPUMEHSATh Ha  TMpaKTHKE CTaHAapTHbIE  CPEJCTBa
AIMUHUCTPUPOBAHUSA ONIEPALIMOHHBIX CUCTEM;

OOyuaroniuiics BiajeeT: 3amanue 6

IIK-3.3: VYcranaBnuBaeT, HacTpawBaeT H
BBOJAUT B  DJKCIUIyaTallMIO  CEpBEpHbIEC
WH(POPMAIMOHHBIC CHCTEMBI U OOJIAYHBIC
CEPBHCHI

OOy4arouiics 3HAET:

OTalbl pECIICHU 3a1a4 CUCTEMHOI0 aIMMHUCTPUPOBAHMS

Bomnpocsr 15-20

OOyyarouuiics yMmeer: 3ananue 3
YCTaHABJIIMBAaTh W HACTPAMBATh CHUCTEMBI YIIPaBIICHUS

caiitamu;

YCTAaHABJIMBATh M HACTPAMBATh OOJIAYHBIC CEPBHCHI.

OOyuaronnuiics BiajeeT: 3ananue’

[IK-5.1: BrisBusger M yCTpaHSET OLIMOKU
KOH(HUTyparmu WH(OPMAITMOHHO-
KOMMYHUKAIIMOHHBIX CUCTEM

OOyuaronmiics 3HaeT:

BUIBI YTpo3 0€301MacHOCTH;

Baganue 21-25




OO0yyaronmiicss ymeeT: 3ananue 4
MPUMEHSTh TEXHOJIOTHH BOCCTAHOBJICHHS JIaHHBIX;
OOyuaromuiics BiajeeT: 3ananue 8

HaBbikamu 1myOnuyHOW TNpe3eHTaluu pa3pabOTaHHOTO
NPOrpaMMHOTIO TIPOAYKTa, HH(MOPMAIMOHHOW CHCTEMBI,
BeO-CcepBHCa WU MOpTaia

[TK-5.2: [IpenoTBpaiiaeT noTepu u
MOBPEXK/ICHHS JAHHBIX B CEPBEPHBIX

I/IH(l)OpMaIII/IOHHI)IX CHUCTEMaxX U CUCTEMAX

XpaHCHHA JaHHBIX

OOy4aroHiics 3HAET:
CpPeACTBa, MEPONPUATHS U HOPMBI
6€301acHOCTH MH(OPMAIIMOHHBIX CHCTEM;

Bomnpocsr 25-30

oOecrieueHus

OOyuarounmiics ymeer: 3ananue 5
MPUMEHSTh TEXHOJIOTUH PEIUIMKALMU JaHHBIX;
OOyuaronnuiics BiajeeT: 3ananue 9

[TpomesxyTouHas aTTecTanus (3K3aMeH) MPOBOAUTCS B OJHOM U3 CIEIYIOMHUX (HOpM:
1) oTBeT Ha OWIIET, COCTOSIIUI M3 TEOPSTHUSCKUX BOIIPOCOB U MPAKTUICCKUX 3a/TaHUN;
2) BeimonHeHue 3aganuii B DM1OC CamI VIIC.

[IpomexyTouHas aTTecTanus (3a4eT) MPOBOAUTCS B OAHOM U3 CIEAYIOMHUX POopM:

1) cobecenoBanue;

2) Bemonnenue 3aaannii B OUOC Caml'VIIC.

2. TunosBblel KOHTPOJIbHBIC 3aIaHUSl WM UHBIC MaTEPHAJIBI 1JISI OCHKHA 3HaHH]7], yMeHHﬁ, HAaBbIKOB
H (]/I.]'II/I) ONbITa J€ATECJIBbHOCTH, XaPAKTCPU3YIOLIIUX YPOBCHD C(l)OpMHpOBaHHOCTI/I KOMIIeTeHIuii

2.1. TunoBbIie BONPOCHI (TECTOBBIE 3aJaHNS) VIS OLIEHKH 3HAHMEBOr0 00pa30BaTeJIbHOIO Pe3yJibTaTa

[TpoBepsieMblii 00pa30BaTENbHBIN pe3yIbTaT:

KO,H U HAUMCHOBAHUEC MHAUKATOPA
JOCTHIKCHUA KOMIICTCHIIMHN

OO6pazoBaresbHbBIA pe3ysbTaT

IK-3.2: [IpoBoaut aymut | OOydJaroumuiics 3HaeT:

KoH(urypanuu uHOOPMAIMOHHON | OCHOBHBIE CHCTEMBI YIIPABJIEHUS CalTaMHu;

CUCTEMBI, BBIIIOJIHAET | COCTaB CTAaHOAPTHBIX MHCTpYMeHTOB aiamuHucTpupoBanus OC cemeiictBa Windows u OC
periaaMeHTHbIE paboTsl no | Linux.

conpoBoxjeHuto C

IK-3.3: Ycranasnuaer, | OOyuaromuiics 3HaeT:

HacTpamBaeT M BBOJUT B | 3Tambl peIICHUS 3a][a4 CHCTEMHOTO 3 IMUHUCTPHUPOBAHHS;

9KCIITYaTaIHIO CepBEpHBIC

nHQOpPMANMOHHBIE  CHCTEMBI U

00JagHbBIC CEPBHUCHI

[1K-5.1: BeisBnser u ycTpaaseT
OImMOKH KOHPHUTYpauu
HHPOPMALNOHHO-
KOMMYHUKAIIMOHHBIX CUCTEM

OO0yuaroniics 3HaeT:

BU/IBI yTp03 O€30I1aCHOCTH;

[TK-5.2: [IpenoTBpaiiaeT noTepu u
MOBPEXK/ICHHS JAHHBIX B
CEPBEPHBIX HHPOPMALTMOHHBIX
CHUCTEMaX U CHCTEMaX XpaHCHHS
JIAHHBIX

OO0yuaromuiics 3HAeT:

CpelcTBa, MEPONPUATHS U HOPMBI 00ecTiedeHHs 0€30IaCHOCTH MHPOPMAITMOHHBIX CUCTEM;

1. Yto o3nagaer ab0peBuarypa CMS?

a) Content Management System
b) Creative Media Solutions
¢) Computer Management Software

2. Kakyto 3agauy permaer CMS?

! TlpuBopsaTcs TUMOBBIE BONPOCH M 3amaHus. OUEHOYHBIE CPEACTBA, MNPEIHAZHAYEHHBIE Ui MPOBEIEHUS ATTECTALMOHHOTO
MEpOIPUATHSA, XPAHATCA Ha Kadeape B TOCTATOUHOM JUI MPOBEICHUS OLEHOUYHBIX HPOLEAYp KOIMYECTBE BapHaHTOB. OIEHOUYHbIC
CpeACTBa MOAJIEKAT aKTyallM3allMk C Y4YE€TOM pa3BUTHS HayKu, oOpa3oBaHUs, KyJIbTypbl, SKOHOMUKH, TEXHHKH, TEXHOJOTUH
conuanbHOU chepsl. OTBETCTBEHHOCTH 32 HEPACIPOCTPAHEHHE COJEPKaHMs OLEHOYHBIX CPEICTB Cpeid 00yJaIoIMXCcsl YHUBEPCUTETA
HECYT 3aBeyIoIui kadeIpoil U npernoaaBaTelib — pa3pabOTIUK OLIEHOYHBIX CPEJICTB.



a) YrpaBieHre KOHTEHTOM caiTa
b) Co3nmanue nu3aiina caita
c¢) Paspabotka cepBepHOIi yacTu caiita

3. Kakue cucTeMbl YIIPaBICHUS CAliTaMU SBIISTIOTCS OCCILIATHBIMU?

a) WordPress, Joomla, Drupal

b) Adobe Experience Manager, Sitecore, Kentico

¢) Salesforce CMS, Bloomreach Experience Manager, Magnolia CMS

4. Kakue u3 nepeuncieHHbIx CMS SBIAIOTCSA CaMBIMH HOITYJIIPHBIMH?
a) WordPress, Joomla, Drupal

b) Adobe Experience Manager, Sitecore, Kentico

c) Salesforce CMS, Bloomreach Experience Manager, Magnolia CMS

5. Kakas CMS sBnsieTcs gydiiei 1y co3TaHus HHTepHeT-Mara3uHa?
a) WordPress

b) Magento

¢) Joomla

6. Kakas CMS ucnons3yercs 1is1 CO3AaHUS KOPIOPATUBHBIX CalTOB?
a) Drupal

b) WordPress

¢) Joomla

7. Kakas CMS myuire Bcero moaxXoAuT JUISI cO3/AaHus Oora?
a) WordPress

b) Drupal

¢) Joomla

8. Kakue u3 nepeuncieHHsix CMS moaep>KuBaoT MyJIbTUS3BIYHOCTE?
a) WordPress, Joomla, Drupal

b) Adobe Experience Manager, Sitecore, Kentico

c) Salesforce CMS, Bloomreach Experience Manager, Magnolia CMS

9. Kakast CMS sBistercst caMoi 0e3011acHOn?
a) Drupal

b) WordPress

¢) Joomla

10. Kakas CMS mydiiie Bcero MOAXOIUT JUIS CO3IaHHS cailTa-BU3UTKHU?
a) WordPress
b) Drupal
¢) Joomla
11. Yto BXOUT B COCTaB CTAHAAPTHBIX HHCTPYMEHTOB aaMuHucTpupoBanus OC Windows?
a) ducneruep 3anay, [IpoBoanuk, bpaysep Internet Explorer
b) Komannnas crpoka, ucneruep yctpoiicTs, [Tanens ynpasieHus
¢) Skype, Microsoft Office, Adobe Photoshop

12. Kaxkoit mactpymenTt B OC Windows ucrionb3yeTcs A1 CO3JaHus 1 HACTPOHKH MOJIb30BaTeNel 1 IpyIm?
a) [lucrreTaep ycTpoOHCTB

b) [Manens ynpaBiaeHus

¢) YUeTHBIE 3aIHCH ITOIb30BaTeNei U TPy

13. Kakoii uactpyment B OC Linux ucnosnb3yeTcs Ui yIpaBieHHs NaKeTaMH IPOrpaMMHOTo oOecriedeHus?
a) [lucrieTuep makeToB

b) [IpoBogHKK

c) Komangnas ctpoka

14. Kakoii uactpyment B OC Linux ucionb3yeTcst Uik HACTPOWKH CETEBBIX MapamMeTpoB?
a) NetworkManager

b) Ancneruep ycTpoicTB

c) [Tanens ynpasnenus

15. Kakoit macTpymMenT B OC Windows ucmons3yercs s pe3epBHOTO KOMMPOBAHUS TaHHBIX?
a) [lucrieTaep QUCKOB

b) IIpoBomHUK

c¢) CpencTBo pe3epBHOIO KOMMPOBAHUS W BOCCTAHOBJICHHUS




16. Kakoit U3 mepeyrcIeHHbIX 3TAMOB PELICHHS 33/1a4 CHCTEMHOTO aIMUHUCTPUPOBAHUS SBIISCTCS IEPBBIM?
a) AHanu3 npoOJIeMBbl

b) [InanupoBaHue peuICHUS

¢) Peanusanus pemeHust

17. Kakoii aTan peneHust 337124 CHCTEMHOTO aIMIHUCTPUPOBAHUS MPEII0JIaracT BHIOOP ONTHMAIILHOTO PEIICHHS U €ro JeTAIbHOE
onucanue?

a) AHamm3 po0IeMbI

b) [InanupoBaHue pemeHus

¢) Peanmmzanms pemrenus

18. Kakoii 13 nepevncIeHHbIX STAIIOB PEIICHNUS 3a1a4 CHCTEMHOTO aIMHHUCTPHPOBAHUS BKIIIOYAET B CE0s IPOBEPKY
MPaBUIBHOCTH PEATU3ALNHU PEIICHUS?

a) AHanu3 npoOsIeMbl

b) [TmaHupoBaHue penIeHus

¢) Peanuzanus pemenus

19. Kakoii aTan penreHust 3a1a4 CUCTEMHOTO aIMHHUCTPUPOBAHUS MTPEATOJIaracT ONpeieieHHe BOZMOXHBIX TPUYHH MTPOOIEMBI 1
€€ XapaKTePUCTHUK?

a) AHann3 IpoOsIeMbl

b) [InanupoBaHue pemeHnus

¢) Peanmmzanms pemrenus

20. Kakoii 13 nepeyrcieHHbIX 3TAallOB PELICHUS 3aa4 CHCTEMHOT'0 aAMUHUCTPUPOBAHUS ABIIAETCS NOCICIHUM?
a) AHanm3 npoOIeMbl

b) [ImanupoBanue pemeHus

¢) Peanuzanus pemenus

21. Kakas yrpo3a 6¢30MacHOCTH MOYKET BO3HHKHYTh IPH UCIIOIb30BAHUH CIa0BIX Maposei?
a) Bupychas araka

b) ®ummnHr

¢) [Mon6op maposns

22. Kaxkas yrpo3a 0e30MMacHOCTH MOXKET BO3HUKHYTH IPH OTCYTCTBUU PETYIISIPHBIX OOHOBJICHUN CHCTEMBI?
a) HInmnonckoe 1O

b) Bpenonocuoe I10

¢) YTeuka JaHHBIX

23. Kaxkas yrpo3a 6e30MacCHOCTH MOXET BO3HUKHYTH NP OTKPHITUH HEOEe30aCHBIX BeO-CaifToB?
a) OummuHT

b) Bupycnas ataka

¢) Pacnpoctpanenue BpenonocHoro [10

24, Kakas yrpo3a 6€30MacHOCTH MOYET BO3HUKHYTh MPH HEMTPABUIILHON KOH(PUTYPAIIMU CETEBBIX HACTPOCK?
a) JlocTym K KOHPUICHIIMATBHBIM JJAHHBIM

b) HapyieHue nenocTHOCTH TaHHBIX

¢) CHIXEHHE TIPOU3BOINTEIHEHOCTH CETH

25. Kakas yrpo3a 06€300acHOCTH MOXKET BO3HHKHYTb IIPH HCIOJIb30BAaHUH HEIUIIEH3HOHHOTO IPOrPAMMHOT0 00ecedeH s ?
a) YTeuka JaHHBIX

b) Bupycnast aTaka

¢) FOpunnueckne npobieMsr u mTpadbl.

26. Kakas yrpo3a 6¢30MacHOCTH MOYKET BO3HHUKHYTh IPH UCIIOIb30BAHUH CIa0bIX mMaposieii?
a) Bupychas araka

b) ®ummnar

¢) [om6op maposns

27. Kaxkas yrpo3a 0e30IMacHOCTH MOXKET BO3HUKHYTH IPH OTCYTCTBUU PETYIIIPHBIX OOHOBJICHUH CHCTEMBI?
a) HInmnonckoe 10

b) Bpenonocnoe 10

¢) YTeuka JaHHBIX

28. Kaxkas yrpo3a 6e30MacHOCTH MOXET BO3HUKHYTH NP OTKPHITUH HEOE30IIaCHBIX BEO-CaifToB?
a) OummuHT
b) BupycHas araka




¢) Pacnipoctpanenue BpegonocHoro 110

29. Kakas yrpo3a 6€30MacHOCTH MOKET BO3HUKHYTb IIPH HETIPABUIILHON KOH(PUIYpAIMU CETEBBIX HACTPOCK?
a) JlocTyn kK KOH(UACHIUATBLHBIM JTaHHBIM

b) HapymieHue neiocTHOCTH TaHHBIX

¢) CHH)XeHHE TIPOU3BOIUTEIBHOCTH CETH

30. Kakas yrpo3a 0€30I1acCHOCTH MOKET BO3HUKHYTB IIPH HCIIOJIB30BAaHUH HENUIIEH3HOHHOTO POrPaMMHOT0 00ecedeH s ?
a) YTeuka JaHHbBIX

b) BupycHas araka

¢) FOpunnueckne npobieMsr u mTpadbl.

2.2. TunoBble 3aJaHUA Uil OLIEHKH HABBIKOBOI0 00Pa30BaTeJIbHOIO pe3yJibTaTa

[TpoBepsiembIii 00pa3oBaTEIBHBIA PE3YIbTAT:

KO,H 1 HAMMCHOBAHUC

WHAWKATOPA TOCTHKCHUS OO0pa3oBaTenbHBIN Pe3yIbTaT
KOMIICTCHIINH
IK-3.2: [IpoBoauT ayaut OOyuaronuiicsi ymeer:
KOoH(puUrypaunu NPUMEHSATH Ha NPAaKTHKE CTaHIapTHBIE CPEICTBA aIMIHUCTPUPOBAHHUS ONIEPALTOHHBIX
nH(pOPMaMOHHOM CUCTEMBI, CHCTEM;

BBITIOJIHSIET PErJIaMeHTHBIS
paboThl o conpoBoxaeHn0 MC

IK-3.3: YcranaBiuBaet, | OOyJaromuiics ymeer:
HACTPaMBa€T ¥  BBOAUT B | YCTaHABIIMBATh U HACTPAMBATh CUCTEMBI YIIPABJICHHS caiiTaMy;,
IKCILTyaTaIHIO CEPBEPHBIC | YCTAHABIMBATH U HACTPAMBATh 00JIaYHBIE CEPBUCHI;

MH(OPMALMOHHBIE CHUCTEMBI |
o0JagHBIe CEPBUCHI

I1K-5.1: BeisBnser u yctpanser OOyuaromuiicsi ymeer:

OKMOKY KOHPUTYpaALMU NPUMEHSTh TEXHOJIOTHH BOCCTAHOBJICHHS JIaHHBIX;
nH(pOpMaLMOHHO-
KOMMYHHUKAIIMOHHBIX CHCTEM

[IK-5.2: [IpenotBpamaet notepu | OOyJaromuiics ymeer:

1 MOBPECIKACHUA JaHHBIX B IMPUMCHATDb TEXHOJIOTMU PCIVIMKAINN JaHHBIX.
CCPBCPHBIX I/IH(l)OpMaIII/IOHHI)IX
CHUCTEMAX U CUCTEMAX XpaHCHUA
JaHHBIX

3aganue 1.

1. YcraHoBuTe onepanuoHHyto cucteMy Windows Ha BUPTyalbHYIO MalIlHY.

2. CozpnaiiTe HOBOTO MOJIB30BATENS C OTPAaHWYEHHBIMU IPaBaMH JOCTYTIA.

3. HactpoiiTe 6¢30MacHOCTh CUCTEMBI, BKIFOUHB OpaHaMaydsp u antusupycuoe I10.

4. Hactpoiite cereBble mapameTpsl, Bimoyas [P-anpec u DNS-cepsep.

5. CoznaiiTe HOBBIW pa3zien Ha KeCTKOM Jucke 1 oTdopmarupyiite ero B NTFES.

6. HacTpoliTe paciMpeHHbIE TapaMeTpbl CUCTEMBI, BKITIOYas BUPTYAJIBHYIO MaMsITh U (aii Mo Kauky.
7. YcraHoBuTE paiBephl IS alllapaTHOrO 00eCTIeYeHHS.

8. OTkpoiiTe KOMaHAHYIO CTPOKY U BBITIOJIHUTE CieAyIoIne KoMaHabl: ipconfig, ping, tracert, netstat.
9. HacTpoliTe IiaHnpOBINUK 3a4a4 U aBTOMAaTHYECKOTO BBITIOTHEHHS 3a/1aHAH.

10. Co3naiiTe pe3epBHYIO KOIHIO CUCTEMBI.

O1rleHNBaHHKE:

1 Ga - ycTaHOBKA OmepariioHHOH cructeMbl Windows Ha BUPTYallbHYIO MaIlIiHY;

1 6ann - co3gaHye HOBOTO TOJIb30BATENS C OIPAHUYEHHBIMH MIPaBaMU J0CTYTIA;

1 6am - HacTpolika 6€30MaCHOCTH CHCTEMBI, BKIIIOUast Opanamayasp u antusupycHoe 110;

1 Gamt - HacTpolKa ceTeBbIX mapaMeTpoB, Bkitouas [P-anpec u DNS-cepsep;

1 Gam - co3paHre HOBOTO pa3/ieNa Ha )KECTKOM ANCKe U oThopmarupoBanue ero B NTFS;

1 Gan - HacTpo¥Ka paclIMPEHHbIX TapaMeTPOB CUCTEMbI, BKIIFOUasi BUPTYAIBHYIO TaMsTh U (aiisl moIkaukuy;
1 Gan - ycTaHOBKa IpaliBEpOB IS allIapaTHOTO 00eCTICUeHHUST;

1 Gann - BeIONIHEHNE KoMaHA ipconfig, ping, tracert, netstat B KOMaHHOH CTPOKE;

1 Gayut - HACTPO¥iKa IUTAHMPOBIIMKA 33124 JUI ABTOMATHYECKOTO BHIIIOIHEHUS 3a/IaHUH;




1 6ayt - co3manue pe3epBHON KOTTMH CUCTEMBI.

3aganue 2.

1. YcranoBure BeO-cepBep Apache Ha BUPTyasbHYIO MallHHY.

2. YcraHoBute 1 HacTpoiite 06a3y ganHbix MySQL.

3. Ycranosure CMS WordPress u HacTpoiite ee 1ist pabotsl ¢ Apache 1 MySQL.

4. Cozpnaiite HOBYIO TeMy WordPress i HacTpoliTe ee BHEITHUIA BU ¢ iomonisio CSS.

5. Coznatite HOBBIN maruH WordPress, KOTOpbIi 100aBiIsieT HOBBIN (YHKIMOHAI K CalTy.
6. Hactpoiite SEO-napameTpsl caiiTa, BKJIIOYasi METAaTETH U CCBUIKH Ha COLIMANBHBIE CETH.
7. HactpotiTe 6e30macHOCTh caiiTa, BKIrodas 3amuty oT SQL-nabeknnii m XSS-arak.

8. OnTUMHU3UPYHTE CKOPOCTH 3arpy3KH CTPAHMI] caiiTa, NCIIONIb3Ys KIIIUPOBAHKE U CKaTHE (anIoB.
9. HactpotiiTe aHaimTHKY caiita, ucroibs3yst Google Analytics nim apyrie HHCTPYMEHTHI.
10. Co3znaiite pe3epBHYIO KOIHIO caifTa M 0a3bl JAHHBIX.

OreHuBaHue:

1 6ann - ycraHoBka BeO-cepBepa Apache Ha BUPTYaJIbHYIO MaIlInHY;

1 Gan - ycTaHOBKa M HacTpoiika 6a3el qaHHbIX MySQL;

1 6amn - ycranoBka CMS WordPress n Hactpoiika ee 1uist pabotsl ¢ Apache u MySQL;

1 G6amnn - co3nanue HoBoi TeMbl WordPress 1 HacTpoiika ee BHemIHero Bua ¢ nomounisio CSS;

1 G6amnn - coznanue HoBoro marnHa WordPress, KOTopbIii 100aBisieT HOBBIN (pyHKIMOHAT K caiiTy;

1 6amn - HacTpoiika SEO-mapaMeTpoB caiiTa, BKIIIOYas METaTETH M CCBIIKU Ha COIHAIBHBIC CETH;

1 Ga - HacTpoiika 6€30MacCHOCTH caiiTa, BKiIrodas 3amuTy ot SQL-urbeknuit n XSS-arak;

1 Gamn - onTHMH3anKUs CKOPOCTH 3arpy3KH CTPAHMI] CaiiTa, HCIONIB3YsI KIIIUPOBAaHKE U CKaTHe (aiiiios;
1 Gann - HacTpoOiiKa aHATUTHKY caiita, ncrnosb3ys Google Analytics niu 1pyrue HHCTPYMEHTBI,

1 Gai - co3manne pe3epBHOM KOMTUH caiiTa 1 0a3bl JaHHBIX.

3ananue 3.

. 3aperucTpupyiite akkayHT B 00sadHOM cepBruce Amazon Web Services (AWS).

. Co3paiiTe BUPTYaIbHYIO ManimHy B AWS, Bcmons3ys onepairoHHyio cuctemy Ubuntu.
. YcranoBure BeO-cepBep Apache Ha BUPTyaJIbHYIO MAILIHHY.

. YcraHoBuTe 1 HacTpoiTe 6a3y naHHbIX MySQL.

. Ycranosure CMS WordPress 1 Hactpoiite ee uist padotsl ¢ Apache u MySQL.

. Coznaitre HOBY1O Temy WordPress 1 HacTpoiite ee BHemHMIA BUJ ¢ nomotbio CSS.

. Cozpnaitre HOBBIM Tutarud WordPress, KoTopblii 100aBisieT HOBBIM (YHKIIMOHAT K CanTy.
. Hactpoiite SEO-napameTtpsl caiiTa, BKJIIO4asi METaTErH U CChUJIKM Ha COLUANIBHBIE CETH.
. Hactpotite 6e3omacHOCTS caiiTa, BKIrodas 3amuTy oT SQL-nabeknnii n XSS-arak.

10. OnTUMHE3HPYUTE CKOPOCTH 3arpy3KH CTPAHUI] CaliTa, UCIOIB3Ys KIIINPOBAHIE U CKaTHE (aiioB.
11. Hactpoiite ananutuky caiita, ucronbiys Google Analytics mimmi qpyrue HHCTPYMEHTHI.
12. Coznaiite pe3epBHYIO KONHIO caiiTa 1 0a3bl JaHHBIX B AWS.

O 01O\ DN KA W —

O1leHNBaHHKE:

1 6ann - peructpanys akkaynta B AWS;

1 6amnn - co3nanue BUpTyanbHOi MamuHel B AWS ¢ Ubuntu;

1 Gamnn - ycraHoBKka BeO-cepBepa Apache Ha BUPTYaJIbHYIO MaIlINHY;

1 Gann - ycTaHOBKa M HacTpoiika 6a3el qaHHBIX MySQL;

1 6amn - ycranoBka CMS WordPress i HacTpoiika ee s pabotsl ¢ Apache m MySQL,;

1 6amn - co3ganne HOBoM TeMbl WordPress 1 HacTpoiika ee BHEITHETO Bia ¢ moMorbsio CSS;

1 6amn - co3ganne HOBorO TuIarnHa WordPress, KOTOpEIiA 70OaBIseT HOBEIM (DYHKIIMOHAT K CAUTY;
1 6amn - HacTpoiika SEO-mapaMeTpoB caiiTa, BKIIFOUas METaTeT! M CCBUIKH Ha COITMANIBHBIC CETH;
1 Gamn - HacTpoiika 6e30MaCHOCTH caifTa, BKiIrodas 3amuTy oT SQL-mabekimii n XSS-artak;

1 6am - onTUMH3aLUs CKOPOCTH 3arpy3KH CTPAHMIL caiiTa, NCTIONb3Ys KIIIHNPOBAHHUE U CKaTHE (aiiIos;
1 Gayut - HacTpoOliKa aHATUTHKY caiiTa, ucnonb3yst Google Analytics uian Apyrue HHCTPYMEHTHI;

1 GaJu1 - co3anue pe3epBHON KOMUM caidTa U 6a3bl JaHHBIX B AWS.

3ananue 4.

. Co3paiite TekcToBbIH (aitn Ha BUpTyaibHOU MamnHe B AWS.

. Ynanure ciy4aitHpIM 00pa3oM HECKOJIBKO CTPOK H3 (haiina.

. BoccTanoBuTe ynaneHHbIe CTPOKH € TOMOIIBI0 KoMaH kI git checkout.
. Co3paiiTe HOBYIO BETKY B PEIIO3UTOPHH git.

. Yanure ciy4aifHpIM 00pa30M HECKOJIBKO (haiiIoB U3 PENO3UTOPHSI.

. BoccranoBure ynanennsie (aitiel ¢ moMmomnisio koMauas! git checkout.
. CoznaiiTe HOBYIO BETKY B PEIIO3UTOPHH git.

. CremaiiTe HECKOJIBKO N3MEHEHHH B (aifyiax M 3aKOMMHUTHTE UX.

. OTMeHHnTe ocNeTHUI KOMMHT € TIOMOIIBIO KOMaH/IHI git reset.

10. Co3naiiTe HOBYIO BETKY B PEIIO3UTOPHH git.

11. CnenaiiTe HECKOJIBKO M3MEHEHHIA B (haililaX U 3aKOMMHUTHTE HX.

O 01N LN KW~




12. OT™MeHuTe ocjeJHre [Ba KOMMHUTA C IIOMOIIBI0 KOMaH/IbI git reset --hard.
OrieHuBaHue:

1 Gan - co3paHue TEKCTOBOTO (aiiina Ha BUPTyalbHOI MamuHe B AWS;

1 Gann - yaaneHue ciryqaliHbIX CTPOK 13 (haiiyia 1 BOCCTaHOBIIGHHE MX C TIOMOIIBIO KOMaHAab! git checkout;

1 Gan - co3gaHye HOBOW BETKU B PETIO3UTOPHH git;

1 Gann - ynaneHue ciyqaiHbIX (aiioB U3 PEMO3UTOPHS M BOCCTAHOBJIEHHE MX C TIOMOIIBIO KOMaHH! git checkout;
1 Gamnn - cienaTh HECKOIBKO M3MEHEHUH B (aiax n 3aKOMMHTHTB HX;

1 Gamn - oTMEHa MOCIeHEr0 KOMMHUTA C TOMOIITHI0 KOMaH/IBI git reset;

1 Gai - co3maHre HOBOW BETKHU B PETIO3UTOPHH Lit;

1 Gamn - cenaTh HECKOIBKO N3MEHEHHH B (aiiilaX ¥ 3aKOMMUTHTD HX;

1 Gayt - OTMEHa TOCIETHUX IBYX KOMMHUTOB C IIOMOIIBIO KOMaH/IHI git reset --hard.

3aganue 5.

1. Co3naiiTe 1Be BUpPTyalbHbIe MaiHbl B AWS.

2. YcTaHOBHTE U HACTPOITE Ha OJHOW M3 HUX 0a3y gaHHbIX MySQL.

3. Co3paiiTe TaOIUIy C HECKOJIBKAMH 3aMUCIMH B 0a3e TaHHBIX.

4. Hacrpoiite perumkaryio 06a3bl JaHHBIX Ha BTOPOW BUPTyallbHOM MamuHe ¢ iomoinsio MySQL Replication.

5. Buecurte u3MeHeHus B TaONWIy Ha TEPBOI BUPTyalbHON MalldHE W MPOBEpPhTE, YTO OHM aBTOMAaTHYECKU PEIUIMLIUPYIOTCS Ha
BTOPYIO BUPTYaJIbHYIO MalIUHY.

6. OcTaHOBHTE PEIUIMKALNIO U CHIENaiiTe N3MEHEHUs B TA0JNIIE Ha BTOPOH BUPTYaIbHON MaIIlHE.

7. B0300HOBHTE pEIUIMKAIMIO W MPOBEPHTE, YTO M3MEHEHUS] Ha BTOPOM BUPTyaJbHOW MallMHE HE INepe3anucaild U3MEHEHHs Ha
[EpPBOI BUPTYaJbHOW MalIMHE.

8. Co3naiite HOBYIO TaONMIy Ha MEPBOHM BUPTyalbHON MAIIMHE U MPOBEPHTE, YTO OHA aBTOMATHUYECKU PEIUINIUPYETCS HA BTOPYIO
BUPTYaJIbHYIO MaIIHHY.

9. Ynanute TabnuIly Ha EPBOIl BUPTYaIbHOI MAaITMHE W MIPOBEPHTE, YTO OHA ABTOMATHUYCCKH yJANISETCS Ha BTOPO BHPTYaIbHOM
MaIlliHe.

10. OcTaHOBUTE PEIIMKAIMIO U YAAJIUTE TaOIUIly HAa BTOPOIl BUPTYaIIbHON MallluHe.

11. Bo300HOBHTE pEeIUIMKALIMIO U TPOBEPHTE, YTO TAOIKIIA HA BTOPOI BUPTYaJIbHOM MalllMHE aBTOMAaTHYECKH BOCCTAHABJIMBAECTCS U3
MepBOM BUPTYaTbHONU MalINHBI.

OrieHuBaHHeE:

1 Gamn - co3gaHue AByX BUPTYyaJIbHBIX MaliuH B AWS;

1 Gamnn - ycTaHOBKa M HacTpoiika 6a3el JaHHBIX MySQL Ha 0/1HOI N3 BUPTYaIbHBIX MAIlUH;

1 6amn - co3ganne TaOIMIBI C HECKOJIBKMMU 3alICSIMHU B 0a3€e TaHHBIX;

1 Gamt - HacTpOiKa perUIKanuy 0a3bl TaHHBIX Ha BTOPOW BUPTyalibHOHM MamiHe ¢ momombio MySQL Replication;

1 Gat - mpoBepKa aBTOMATHIECKOH PETUIMNKAINY N3MEHEHUH U3 TIePBOi BUPTYAIbHOW MAIIMHBI Ha BTOPYIO;

1 6amn - ocTaHOBKA PEIUTMKALUY U U3MEHEHUsI TaONUIIBI HAa BTOPO BUPTYaIbHON MallIHMHE;

1 Gayn - mpoBepKa, YTO M3MEHEHHs Ha BTOPOH BHPTYaIbHOM MaIlMHE HE Tepe3alrcald W3MEHEHHs Ha MEepBOH BHPTYyaIbHOU
MallHHE;

1 Gan - co3gaHre HOBOW TabMIBI Ha IEPBOM BUPTYaJIbHOW MaIlIMHE U MPOBEPKA aBTOMATHYECKON PEIIMKAIMK Ha BTOPYIO;

1 Gann - yaaneHnue TabJIMIbl Ha IEPBOM BUPTYAIbHOM MalllMHE U IPOBEPKa aBTOMAaTHYECKOT'0 yJaJIeHUs] HA BTOPOH;

1 Ga - ocTaHOBKA PEIUIMKALMK U yIaJIeHHE TaOJIHIIbI Ha BTOPOM BUPTYAILHOM MalllMHE;

1 6ani - npoBepKa aBTOMaTHYECKOTO BOCCTAHOBIICHHUS TaOJIMIIBI HAa BTOPOH BUPTYaJIbHOM MallIMHE M3 NEPBOH MOCIIE BO30OHOBICHUS
peIuIMKaIuy.

IK-3.2: [IpoBoaut aymut | OOydJarouuiics Biajeer:

KoH(puUrypanun HaBbikamMyu OOHOBIIEHHE TPOTPAMMHBIX KOMIIOHEHTOB CHCTEMBI, BKIIIOYas IUIaThopMy
nH(pOpMaLMOHHON cucremsl, | 1C:IIpeanpusiTie u NPUKIAJAHBIE PEIICHUS.

BBITIOJTHSET periiaMeHTHbIE

paboTsl 1o corpoBoxaeHuto MC

IK-3.3: VYcranasnusaer, | OOy4aromuiics Biageer:

HacTpamBaeT W  BBOAWT B

HaBBIKAMH ITOAKITIOUCHUS W aIMUHUCTPUPOBAHMUS CETEBOTO 000PYIOBAHMUS;
9KCIITYaTaIHIO CepBEpHBIC

I/IH(l)OpMaLII/IOHHBIC CHUCTEMBI U
o0J1auHbIC CCPBUCHI

IIK-5.1: BrisBaster u ycrpanser | OOygaromuiics BjaaeeT:
OLINOKHU KoH(pUTypauuu

nH(pOpMaLMOHHO-

HMECT OIIbIT pa6OTBI C CETEBBIMHU IUArHOCTUYCCKUMHU CPEACTBAMH, KOTOPBIC ITO3BOJIAIOT
KOMMYHUKAIIUOHHBIX CUCTEM

YCTPaHATh HENOJIAAKU B KOMIIBIOTEPHBIX CETAX]

[IK-5.2: [IpenotBpamaet notepu | OOygaromuiics BjaaeeT:
Y TIOBPEXKICHHS TaHHBIX B




CEPBEPHBIX HHPOPMAIIMOHHBIX OIBITOM PA0OTHEI CO CPEACTBAMH IOMICPIKKH OE30MACHOCTH JAHHBIX M 3aIUThl CHCTEMBI OT
CUCTEMaAX U CUCTECMaAX XpaHeHl/Iﬂ BHCIIIHUX pr03.

JaHHBIX

3aganue 6.

1. Cxauaiite nocnennroro Bepcuio miatdopmsl 1C:Ilpennpustre ¢ odpunmansHoro caiira.

2. 3amycTuTe yCTaHOBKY I1aTopMbl U BeiOepuTe onuuio "OOHOBIeHHE" .

3. Y6enurech, 4TO Ha KOMITBIOTEPE YCTaHOBJIEHA MPEABITYIast BepcHs I1aT(opMbl U BEIOEpUTE ee 111 OOHOBJIEHUSL.

4. NoxxanuTech 3aBEpIICHNS Mporiecca OOHOBICHHS U 3aITyCTHTE TUIATPOpMYy.

5. IIpoBepbTe, 4TO BCE MPUKIIATHBIE PEIICHNS, KOTOPBIE OBUTH yCTAHOBIICHBI HA IPEIBIAYILEH BEPCHH IUTATPOPMBI, TAKKEe PadOTAIOT
Ha HOBOM BEPCHH.

6. Ecrt BO3HUKIIH TTPOOIIEMBI ¢ pabOTOH MPUKIIAAHBIX PEIICHHUH, BBITOTHATE 0OHOBIICHNE 3TUX PEHICHUH.

7. IIpoBepbTe, 9TO BCe HACTPOMKHM M TaHHBIE, CO3JAHHBIEC HAa TPEAbIAyIIeii BepCcun mIaT(GopMbl, COXpaHEHBI U JOCTYITHEI Ha HOBOH
BEPCHH.

8. IIpoBepbTe, YTO MPOM3BOAUTEIHLHOCTH CUCTEMbBI HE YXYIIINIIACH MTOCIIE OOHOBJICHHUS.

9. IlpoBepbTe, uTO BCE (PYHKIMOHATBHBIE BO3MOKHOCTH TUIAT(GOPMBI M IPUKIIAJHBIX PElIeHHH paboTaloT KOPPEKTHO.

10. 3amycTrTe npoueaypy CO3[aHus PE3ePBHOM KOITUHU JaHHBIX U YOIUTECh, YTO OHA BBIOJIHIETCS O€3 OIIHOOK.

OreHuBaHue:

1 6amnn - ckaunBanue nocnenHer Bepcun miatdopmsl 1 C:IIpeanpusTie ¢ opuIaIbHOTO CaiTa;

1 Gann - 3ammyck yctaHoBKH uaTdopmsl B BeIOop onmuy "OGHOBIeHHE";

1 6amt - ycnenrHoe OOHOBIIEHUE MTPENBIAYIICH BEPCHH IIAT()OPMEL,

1 6arn - 3amycK mWIaTGOPMEI U IPOBEpKa pabOTOCIIOCOOHOCTH TIPUKIATHBIX PEIICHHUH;

1 6am - OOHOBIIEHHUE MIPHUKIIAJHBIX PEMICHUH TPH HEOOXOIUMOCTH;

1 Gast - mpoBepKa COXpaHEHHsI HACTPOEK U JAHHBIX Ha HOBOW BEPCHH IIATPOPMBL,

1 6ann - mpoBepKa OTCYTCTBHS yXYALICHUS IPOU3BOANTEIBHOCTH CHCTEMBI,

1 6ann - mpoBepka KOPPEKTHOU paboThl BCeX (PyHKIMOHAIBHBIX BOZMOXHOCTEH TIaT(HOPMBI M TIPUKIIAHBIX PEILICHHH;
1 Gan - 3amycK MpoueaAypsl CO3aHus PE3ePBHON KOIUH JaHHBIX 0€3 OIINOOK.

3aganue 7.

3aganue Ha 40 MUHYT s CTYACHTOB HampaBiieHusi moarotoBku "Ilpuknamnas wunHpopmaTHka', TpoBepsIoliee yMEHHE
MOJIKJTIOYATHCS ¥ aIMUHUCTPHPOBATH CETEBOE 000PYI0BAHHE!

1. IlogxarounTe KOMIOBIOTEP K MApIIPYTH3ATOPy Uepe3 KOHCOJIBHBIN MOPT.

2. Hactpoiite 6a30BbIe TapaMeTphl MapIIpyTH3aTopa (MMs yCTPOHCTBA, MapoiIb Ha JOCTYII K YCTPOHCTBY).
3. Hactpotite IP-anpec Ha nHTEpdEiice MapmIpyTH3aTOpA.

4. ITpoBepbTe CBA3b MEXKIYy KOMIBIOTEPOM M MapIIPyTH3aTOPOM.

5. Co3patite VLAN Ha MapmipyTu3arope.

6. Hactpotite Mmapmpytuzanuio Mmexxay VLAN Ha mapmpyTuzaTope.

7. [MogxirounTe BTOPOH KOMITBIOTEP K MapUIpyTH3aTOpy U HacTpoiite IP-aapec Ha ero uaTepdeiice.

8. IIpoBeprTe CBA3D MEXIY ABYMS KOMITBIOTEpaMH Yepe3 MapIIpyTH3aTop.

9. HactpotiTe MapiipyTu3aTop Ajs focTyna B IHTepHeT.

10. IIpoBepsTe mocTynHOCTh MIHTEpHETa C JBYX KOMIIBIOTEPOB Yepe3 MapIIpyTHU3aTop.

O1ieHuBaHKeE:

1 Gan - MoAKIIIOUeHNE KOMITBIOTEpPa K MapIIpyTH3aTopy 4epe3 KOHCOJIbHBIN TI0PT;

1 Gan - HacTpoiika 6a30BBIX apaMETPOB MapIIpyTH3aTOPa;

1 6amn - HacTpoiika [P-anpeca Ha mHTEpdEice MapIIPyTH3aTOPA;

1 6amnn - mpoBepKa CBA3M MEXy KOMITBIOTEPOM M MapIIPyTH3aTOPOM;

1 6amn - cozgarne VLAN Ha MapIipyTuzaTope;

1 6amn - HacTpoiika MapmpyTuzanui Mexay VLAN Ha mapmpyTusarope;

1 Gamn - MOAKITIOYEHNE BTOPOTO KOMIBIOTEPA K MapIIpyTH3aTOpy U HacTpoiika [P-anpeca Ha ero uaTepdeiice;
1 6am - mpoBepKa CBA3M MEXIy AByMs KOMIIBIOTEPaMH Yepe3 MapIIpyTH3aTop;

1 6ani - HacTpoiika MapIIpyTU3aTOpa Ui JOCTyIa B MIHTepHeT;

1 Gasu1 - mpoBepKa AOCTYMHOCTH MIHTepHeTa ¢ IByX KOMIIBIOTEPOB Yepe3 MapLIpyTH3aTop.

3anmanue 8.

1. Hactpolite nBa KOMIbIOTEPA B OJJHY JIOKAJIBHYIO CETh.

2. IlpoBepbTe CBSA3b MEXy KOMIBIOTEPAMH C ITOMOIIBIO YTHIIUTHI ping.

3. 3yunTe TabIMIly MapIIpyTH3alUK Ha KaXJOM KOMIIBIOTEpE € TIOMOIIBI0 KOMaHIbI route print.

4. Onpenenure, KaKOW KOMITBIOTEP SABJISAETCS IIUTIO30M MO YMOTYAHUIO.

5. V3menuTte Tabnuiy MapmipyTH3aIlMA Ha OJHOM M3 KOMITBIOTEPOB TaKHM 00pa30M, YTOOBI BeCh TpauK HAIPaBILLICS
yepe3 Apyro KOMIBIOTEP.

6. IIpoBepbTe CBsI3b MEXIY KOMIBIOTEPAMH TTOCIIE N3MEHEHHS TaOJIUIIbI MapIIPyTH3ALHH.

7. V3yanTe cocTosIHAE CeTEeBBIX HHTep(EHCOB Ha KaXKIOM KOMIBIOTEpPE ¢ HOMOIIBI0 KoMaHAHI ipconfig /all.




8. OmnpenenuTe, KAaKOW KOMITBIOTEp UMEET MPOOIEMBI C CETEBBIM HHTEpDeicoM.
9. Pemnre npo6iiemy ¢ ceTeBbIM HHTEP(ECOM Ha BHIOPAHHOM KOMITBIOTEpE.
10. ITpoBepbTe CBSA3b MEXIy KOMITBIOTEPAaMH MOCIIE PELIEHHUS TPOOJIEMBI C CETEBBIM HHTEP(EHCOM.

OreHUBaHHE:

1 Gan - HacTpoiKa JBYX KOMITBIOTEPOB B OJIHY JIOKAIBHYIO CETh;

1 Gayt - mpoBepKa CBSI3M MEXIY KOMIIBIOTEPAMH C TOMOILBIO YTHIIUTHI ping;

1 6at - u3ydeHne TaOIHIBl MAPIIPYTH3ALIK HA KaXKJOM KOMIIBIOTEPE ¢ TIOMOLIBI0 KOMaHIIBI route print;

1 Gat - onpeneneHue UT3a M0 YMOJIYaHHUIO;

1 6at - m3MEeHeHNe TaOINIIBI MapPIIPYTH3AIAN Ha OJJTHOM U3 KOMITBIOTEPOB;

1 Gat - mpoBepKa CBSI3M MEXTY KOMIBIOTEPAMHU I10CIIe M3MEHEHHUS TaOJIULBI MapLIPyTH3ALUH;

1 Gayt - M3y4YeHNE COCTOSHIS CETEBBIX MHTEP(EHCOB Ha KaXKIOM KOMITBIOTEpE ¢ IIOMOIIBIO KoMaH k! ipconfig /all;
1 GaJ1 - onpeiesicHHe KOMITBIOTEPa C MPOOJIEMOH ¢ CETeBBIM HHTEp(dEHCOM;

1 6ann - pereHne MPooOIEMBbI C CETEBBIM HHTEP(EHCOM Ha BEIOPAHHOM KOMITBIOTEPE;

1 Gann - mpoBepKa CBSI3H MEXK/Ty KOMITBIOTEPAMHU I10CIIE PEIIeHHs TIPOOIIEMBI C CETEBBIM HHTEPEHCOM.

3amanue 9.

. HactpoiiTe nBa KOMIbIoTEpa B OJIHY JIOKAIBHYIO CETh.

. YcraHoBuTe Ha 00a KOMIBIOTEpA aHTHBUPYCHOE IPOrpaMMHOE 00ecTICUeHHE.

. 3aIyCTHUTE CKaHWPOBAHME Ha BUPYCHI HAa 000MX KOMITBIOTEPAX.

. I3y4nTe 0T4eTH O CKAHUPOBAHUH M HAWWUTE OOIINE YSI3BIMOCTH B CHCTEME.

. YcraHoBuTe OpaHIMay3p Ha OHOM M3 KOMITBIOTEPOB.

. [IpoBeprTe, uTo OpangMay3p paboTaeT KOPPEKTHO, 3a0JIOKMUPOBAB AOCTYH K ONPEACTICHHBIM MTOPTaM.

. IlonbITaiiTech MPOBECTH aTaKy HA KOMIIBIOTEP C YCTAHOBICHHBIM OpaHIMay3pOM, UCTIONb3Ysl YTHINTY nmap.
. I3yunre noru GpaHamMayspa U OIpeeNIuTe, KakKue OPThI ObUIN 3a0JI0KMPOBAHbI B PE3yIbTAaTE aTAKU.

. YCcTaHOBHTE Ha IPYTrOM KOMIIBIOTEPE CUCTEMY MOHUTOPUHIA COOBITHI O€30MaCHOCTH.

10. TIpoBeauTe aTaky Ha 3TOT KOMIIBIOTEP, UCIOJIB3Ys yTUiuTy Metasploit.

11. M3y4wnTe J10TH CHCTEMBI MOHUTOPHHTA COOBITHIA O€30MAaCHOCTH U OTIPEICIINTE, KaKie COOBITHSI ObLTH 3a(hMKCHPOBAHBI B
pe3yabpTaTe aTakH.

12. Pemure obuue ys3BUMOCTH B CUCTEME Ha 000X KOMIbIOTEpaX.

13. IIpoBepbTe CBSA3b MEXy KOMITBIOTEPaMHU MOCIIE PEIICHHUs 00IINX YSI3BUMOCTEH.
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Or1eHUBaHHE:

1 Gat - HaCTpOiKa IBYX KOMITBIOTEPOB B OJIHY JOKAJIbHYIO CETh;
1 Ga - ycTaHOBKA aHTUBHUPYCHOTO IIPOTPAaMMHOTO 0OecrieueHrs Ha 002 KOMITBIOTEpa;
1 Gaii - 3amyCK CKaHMPOBAaHUS HAa BUPYCH Ha 000WX KOMIBIOTEPax;
1 Gau1 - U3yd4eHHe OTYETOB O CKAHUPOBAHUU M HAXOXKJCHHUE OOIINX ySI3BUMOCTEH B CHCTEME;
1 6ann - ycraHOBKa OpaHaMay3pa Ha OJTHOM U3 KOMITBIOTEPOB;
1 Gayt - mpoBepKa KOPPEeKTHOH paboTs OpaHaMay?pa U OJIOKMPOBKA JIOCTYTIA K ONPEASIICHHBIM ITOpTaM;
1 Gan - mpoBe/ieHHE aTaky Ha KOMITBIOTEP C YCTaHOBJICHHBIM OpaHIMaydpoM U M3yueHHE JIOTOB;
1 6ayu1 - yCTaHOBKA CHCTEMbI MOHHUTOPHHTA COOBITHIA OE30ITaCHOCTH Ha PYrOM KOMIIBIOTEPE;
1 Gam - mpoBesieHHE aTaky Ha STOT KOMITBIOTEP U M3Yy4EHHE JIOTOB CHCTEMbI MOHUTOPHUHTA COOBITHI 0€3011acHOCTH;
1 Gann - pemieHne 0OMMX ySI3BUMOCTEH B CUCTEME Ha 000MX KOMIBIOTEPaX;
1 Gayu1 - mpoBEpKa CBSI3M MEXKTy KOMIBIOTEPAMH IOCIIE PEHICHHUS OOINX YSI3BUMOCTEMH.

2.3. IlepeyeHb BONPOCOB ISl NOATOTOBKH 00y4alOIMXCcs K MPOMEKYTOYHOM aTTecTAlNU

BBezienue B KOMIBIOTEPHBIE CETH

OcHoBrl TexHonoruu Ethernet

Crex npotokoiioB TCP/IP. IP-agpecarius

Cpenpl mepeiauyl JaHHBIX.

Crannmapter EIA/TIA.

AJITOPUTMBI PabOTHI MOCTOB, KOMMYTaTOPOB U MapIIPyTH3aTOPOB.
Certessie cimyx0s1 DHCP 1 DNS.

Cayx651 pynkumnonuposanus Active Directory.

e B ot

e

AnmuHACTpUpOBaHUE (AMIOBBIX CUCTEM M 0a3 TaHHBIX
. Beb-cmyx051. [Tpokcu-cepsepa. DaitnoBeie cepBepa
. Pacmpenenennbpic HHGOPMAIIMOHHEIC CUCTEMBI.

—_ =
D= o
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BHenpenue u HacTpoiika 00JauHBIX CEPBHUCOB.

_
>

[MoaxroueHne MHGOPMALMOHHON CHCTEMBI K Y31y OIepaTopa CBS3H.
ITonck 1 nuarHocTUKa OmMHUOOK.

._
hd




16. ba3oBas Moziemb MOMCKA OIHOO0K, 3a1a4H 1 TPOOIEeMbI KOH(PHUTypaIHH.

17. AIMUHUCTpHUPOBAHHE IIEHTPOB 0OPAOOTKH JaHHBIX

18. Cuctems! ynpasnenus caiitom (CMS).

19. Cucremsl BuAcOKOH(pEPECHINH.

20. CucTteMbl OpraHA3alui JUCTAHIIOHHOTO OOYYCHHUS M TECTHPOBAHUS.

21. CucteMsl yIaieHHOTO AOCTYIA U YIIPaBICHUS

22. Cucremsl ynpasnenus caiitom (CMS). Ycranoska CMS Wordpress. OcHoBHOM ¢dyHKIMOHAN. PadoTa ¢ mabmonamu.
23. Cucremsl ynpasienus caiitom (CMS). YcranoBka CMS Joomla. OcHoBHO# ¢yHKnnonan. CucteMa OTa ki OmiOoK.
24. BcetpoeHHas nodroBasi cuctreMa. Moty Ui paclIMpeHHbIX HACTPOEK.

25. Cucremy ympasienus caiitom (CMS). 1C-Burpukc. Coznanue mporpaMMUpPyEeMbIX MOIYJIeH U Ma0JI0HOB KOHTEHTA.
26. Cucremsl BHJIeoKoH(pepeHnnH. Y cTaHoBKa U HacTpoiika BigBlueButton, Jitsi.

27. VHCTpyMEeHTHI aHali3a ceTeBoro Tpaduka

28. WHcTpymeHTHI aHa3a MexceTeBoro Tpaduka. Hactpolika MexKceTeBbIX SKPaHOB.

29. Ananm3 ys3BUMOCTel HH)OPMAIIMOHHBIX CHCTEM M BEIYUCIUTEIBHBIX CETEH.

30. MexaHU3MBbl IPOKCUPOBAHHUS.

31. TexHOJOrHH BUPTYaIbHBIX 3alHUIICHHBIX KAHAIOB CBSI3U.

3. MeToan4eckne MaTepHaJibl, ONpeaesioIue Npoueaypy 1 KpuTepuu Ol eHUBAHUSA
c(hopMHPOBAHHOCTH KOMIIETCHIMI NIPU NPOBEACHUHU MPOMEKYTOYHOM aTTeCTAllUH

Kputepun ¢popmMupoBaHusi olleHOK 10 0TBETAM HA BONPOCHI, BHINOJHEHHIO TECTOBbIX 3aaHUM

- OLEHKA «OTJIMYHO» BBICTABISICTCA OOYyYaIOMIEMYyCs, €CIM KOJIMYECTBO IPABHIBHBIX OTBETOB HA
Bornpockl coctasisier 100 — 90% ot obrmiero 00bEMa 3aJaHHBIX BOIIPOCOB;

- OIICHKA «XOPOI0» BHICTABISECTCS 00yUaronIeMyCsl, €CJIM KOJIMYECTBO NPABIIBHBIX OTBETOB Ha BOIPOCHI
— 89 —76% ot o01iero o0bEMa 3aJaHHBIX BOIIPOCOB;

- OIICHKa «YIOBJIETBOPHMTEJBHO» BBICTABISACTCA OOYYAIOMIEMyCs, €CIH KOJIWYECTBO HPABHIBHBIX
OTBETOB Ha TeCTOBbIe BONPOCH —75—60 % oT o61ero o6béMa 3a1aHHBIX BOIPOCOB;

- OLCHKAa «HEYAOBJETBOPUTEJLHO» BBICTABIISCTCS OOYYaIOMIEMYCs, €CIIM KOJMYECTBO MPABMIBHBIX
0TBEeTOB — MeHee 60% ot 0011ero 00bEMa 3aTaHHBIX BOTIPOCOB.

Kpurtepun ¢popmMupoBaHusi OLEHOK IO pe3yJibTaTaM BbINOJHEHHS 3aJaHUil

«OTIMYHO» — CTaBUTCS 32 pabOTY, BHIIIOIHEHHYIO MOJHOCTBIO 0€3 OINOOK U HEJOUETOB.

«Xopo1o» — CTaBUTCA 3a pabOTy, BHITOIHEHHYIO ITOJHOCTHIO, HO TIPU HAJW4YUH B HEeil He Oosiee OaHOM
HerpyOoii ommrOKK M OHOTO HEZ0YeTa, He Oosiee TpeX HeI0UeTOB.

«YI0BJIETBOPUTEIBbHO» — CTABUTCS 32 pabOTy, €ciii 00y4aromnics MPaBIUIIBHO BBHITIOTHIII HE MeHee 2/3
BCell pabOTHl WM JOMYCTHI He Oojiee 0JHOM rpy0oil omMOKM U ABYX HEJOYETOB, HE Oosee oJHOU TpyOol U
OJIHOHM Herpy0oii omuoOKH, He O0JIee TpeX HErpyObIX OMMOOK, OJTHON HErpyOOii OITMOKHU U IBYX HEJ0UYETOB.

«Hey0BJ1IeTBOPUTEJIBHO» — CTAaBUTCS 32 pabOTy, €CIM YHUCIO OMMOOK M HEJ0YETOB MPEBBICUIO HOPMY
JUISL OLICHKH «yJIOBJIETBOPUTEIBHOY» WM TPABIIIBLHO BBITOJIHEHO MeHee 2/3 Bceil paboThI.

Buowt owubox:

- epybvie OwUOKU: He3HAHUe OCHOBHLIX NOHAMULL, NPAGUI, HOPM, HEe3HAHUe NPUeMos8 peuieHus 3a0ad;
OWUOKU, NOKA3bIBAIOWUE HENPABUTILHOE NOHUMAHUE YCI08USL NPEOTIOHCEHHO20 3A0AHUS.

- HezpybOble OWUOKU. HeMOYHOCTNU POPMYTUPOBOK, ONpedeleHUll, HePayUOHATbHBIL 8b100p X00a peuleHUs..

- He0ouembl: HEPaAYUOHAbHBIE NPUEMbL BLINOIHEHUS 3A0AHUSL, OMOENbHbLE NOZPEUHOCIU 8 POPMYTUPOBKe
861860008, HEOPEICHOE BbINONHEHUE 3A0AHUSL.

Kputepun ¢popMupoBaHusi OLIEHOK 110 IK3aMeHY

«OTIMYHO/32a4TEeHO0» — CTYACHT NPHOOpen HeoOXOIMMBbIE YMEHHsSI W HAaBBIKH, MPOIAEMOHCTPHPOBAI
HaBBIK IPAKTHYECKOTO NPUMEHEHUS NIOJTYYEHHBIX 3HAaHUH, HE JOMYCTHII JIOTHYECKUX U (PAKTUYECKUX OIINOOK

«Xo0po1o/3a4TeH0» — CTyIeHT IpruoOpes He0OX0AUMbIE YMEHHS M HABBIKU, TPOAEMOHCTPHPOBAI HABBIK
[IPAKTUYECKOIO IPUMEHEHNUS MOTY4YEHHBIX 3HAHUH; IOy CTHII HE3HAYUTEIbHBIC OIINOKU U HETOYHOCTH.

«Y10BJIETBOPUTEIBHO/32UTEHO» — CTYJICHT JOITYyCTUII CYIIECTBEHHBIE OLIHOKH.

«HeynoBJieTBOPHTEJbLHO/HE 3a4TEHO» — CTYACHT JEMOHCTPUPYET (parMeHTapHble 3HAHUS U3Y4aeMOro
Kypca; OTCYTCTBYIOT HEOOXOIMMbIE YMEHHSI U HABBIKH, JIOMYIIEHBI TpyOble OIIHOKH.
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